[Tpunoxenue Nel

k npukazy I'KY OC3H no 3ATO ropon
Panyxwusriii ot 07.04.2017 Nel5

HOJIMTUKA
I'KY OC3H no 3ATO ropoa Pany:kHblii B OTHOILICHUH 00Pa00TKH NEePCOHAIBHBIX
JTAHHBIX

1. TepmuHBI U onpeae/ieHUs

[lepconanbubie ganusie (I1/JH) - nrobas nHopmanus, OTHOCAIIAACS K MPSMO WM
KOCBEHHO OMPEICIICHHOMY WM onpeesieMomy puzndeckoMy nuiy (cyonsexry [1/1H).

Ornepatop - rocy1apCTBEHHBIN OPraH, MyHULMNAIbHBIM OPraH, IOPUANYECKOE WU
(u3HUEecKoe JIMLO, CAMOCTOSATEIBHO WJIM COBMECTHO C APYTHMMHU JIMIIAMH OPTaHU3YIOIINE U
() ocymectBisitomue odpadotky IIJ[H, a Takxke omnpenensiomme 1eau o0paboTKu
IT/In, cocraB IIJIH, momnexamnux oOpaOoTke, AEHCTBUS (Omepaiuu), COBEpIIacMbIe C
[11H.

Oobpabotka I1[In - mroboe nelicTBue (omepaunusi) WM COBOKYIHOCTb JCHCTBHI
(omepanmii), coBepUIa€MbIX C HCIOJb30BAaHUEM CpPEJICTB aBTOMAaTH3aluu WiIK 0e3
UCIIONIb30BaHusl Takux cpeactB ¢ IIJIH, Bkimrouas cOoOp, 3amuch, CHUCTEMATH3ALMUIO,
HAKOIUIGHHWE, XpaHEHUe, yTOYHeHHe (OOHOBJIEHHE, HM3MEHEHHUE), H3BJECUCHUE,
HCIIOJIb30BaHUE, nepenavy (pactpocTpaHeHue, IIPEIOCTABIICHUE, JI0CTYTI),
o0e3nnurBaHue, OJOKMPOBAHKE, yaaleHue, yauutoxenue I1/1H.

ABtoMatuzupoBanHas oOpabotka IIJ[n - oOpaborka II[IH ¢ momouiplo cpeacTB
BBIYMCIIUTEIbHON TEXHUKHU.

Pacnpoctpanenne II/IlH - nelicTBusA, HampaBieHHble Ha packpeitue [I/IH
HEONPEIEICHHOMY KPYyTY JIMLI.
[IpenocraBnenne IIJIH - ngedictBus, HampaBieHHble Ha packpeitue [1/IH

ONPEAEICHHOMY JIUIY WIH ONPEAEICHHOMY KPYTY JIUILI.
brnokuposanue I1/11 - Bpemennoe npekpaiienue oopadotku [1JIH (3a uckItoueHuEM
ciiydaeB, eciin 00paboTka HeoOXxoaumMa st yrounerus [1/1H).

Yuauurtoxenue [1JIH - neicTBus, B pe3ynbTaTe KOTOPHIX CTAHOBUTCS HEBO3MOKHBIM
BoccTaHoBUTh coaepxkanue II[lu B WCII[lH u (wim) B pe3ynbTaTe KOTOPBIX
YHHUUTOXKAKOTCS Marepuaibabie HocuTenu [1J1H.

O6e3nuuuBanue I/l - njeiictBusi, B pe3yJbTare KOTOPBIX CTAHOBUTCS
HEBO3MOXKHBIM  0€3 HCIOJIb30BaHUSI JIONOJIHUTEIbHON HH(OpMaUU  ONpEaeIUTh
npuHaaiiexHocTs [/l konkpeTHOMY cyOBekTy [1/1H.

Nudopmanmonnas cucrema nepcoHainbHbix AaHHbIX (MCIIJJH) - COBOKYNMHOCTH
cogepkamuxcs B 0azax ganHeix [[J[H u oOecneuuBarommx UX 00pabOTKY
MH(POPMAITMOHHBIX TEXHOJIOTUN U TEXHUUYECKUX CPEJICTB.

Tpancrpannynas nepenava I[1/I - nepegaya [IJIH Ha TEppUTOPHUIO MHOCTPAHHOTO
rocyJapcTBa OpraHy BJIACTH WHOCTPAHHOI'O TOCYAApCTBA, MHOCTPAHHOMY (PU3UUECKOMY
JUIY WM UHOCTPAHHOMY IOPUANYECKOMY JIUILY.



2. Ha3nauyeHue M MPaBOBasi OCHOBA IOKYMEHTA

[Momutuka I'KY OC3H mo 3ATO ropon Pagyxusiii (nanee mo tekcry — Otaen)
OMpeeNsieT CUCTEMY B3TJSOB Ha mpobiiemy obOecrneduenus Oe3zonacHoctu [I/n u
Ipe/ICTaBIIAECT COOOM CHCTEMAaTU3MPOBAHHOE U3JIOKECHHE 1IeJIed U 3a]1ay 3allUThl, KaK OJTHO
WIM HECKOJIbKO MpaBuJI, MPOLEeNyp, MPAKTUYECKUX MPUEMOB U PYKOBOSALIUX MPUHITUIIOB
B 00acti MHGOPMAIIMOHHON 0€3011aCHOCTH, KOTOPBIMU pyKoBocTBYeTcs OT/en B cBoe
NESATENbHOCTH, a TAaKXE€ OCHOBHBIX IPUHLHWIIOB IOCTPOEHUS, OpPraHU3alMOHHBIX,
TEXHOJIOTHYECKHUX U IMPOLIEIYPHBIX ACMEKTOB obOecneueHus: oezonacHoctu I1/1H.

3akoHogaTebHONM OCHOBOM Hactosimed Ilomutuku sBiasoTcs KoHcTuTymus
Poccniickont ®enepannu, I'paxxnanckuii u Tpynosoit kojaekcel, PenepabHbIA 3aKOH OT
27.07.2006 Ne 152-®3 «O mnepcoHanbHBIX AaHHBIX», DenepanbHblii 3akoH PD oT
27.07.2004 Ne 79-®3 «O rocymapCcTBEHHON TPakIaHCKOM cy)k0ey», DdenaepanbHblil 3aK0H
P® ot 02.05.2006 Ne 59-®3 «O mnopsiake paccMOTpeHHs OOpalleHuid rpaxiaaH POy,
®enepanbHbiil 3akoH P® ot 17.07.1999 Ne 178-®3 «O rocymapCTBEHHOH colMalbHON
MMOMOIIN», 3aKOHbI, YKa3bl, IIOCTAHOBJECHUS, JPyTH€ HOPMATUBHBIE JOKYMEHTBI
NENUCTBYIOIIEro 3aKoHoAaTenbcTBa Poccuiickoit denepannu, nokymeHTel @CTIOK u ®Cb
Poccun.

Hcnonb3oBanue paHHoM IlonmuTukn B KadecTBE OCHOBBI [JIsi TOCTPOCHHS
KOMIUIEKCHOW cucTeMbl HH(opmanroHHo Oe3omacHocty [I/Iln Otnena mo3Bonut
ONTHUMH3UPOBATh 3aTPaThl HA €€ TIOCTPOCHHE.

[Ipu pa3paborke IlOJWTUKM YYWUTHIBAIUCh OCHOBHBIE NPHUHILMIBI CO3/IaHUS
KOMILIEKCHBIX CHUCTEM oOOecrnedeHuss O0e30MacHOCTH HH(POpMAalUU, XapaKTEPUCTHKU U
BO3MOKHOCTH OpPraHU3allMOHHO-TEXHUYECKUX METOJOB M COBPEMEHHBIX alllapaTHO-
MPOTrPaMMHBIX  CPEICTB  3allUThl M  MPOTUBOJEHUCTBHUS  yrpo3aMm 0O€30MacHOCTH
uH(popmanuu.

OcHoBHble mONOXkeHUs1 [lonmuTuku Oa3upyroTCsi Ha KaueCTBEHHOM OCMBICIEHUU
BOIPOCOB 0€30IMacHOCTH WMH(OpMAallMM W HE 3aTparuBaiOT BOIPOCOB SKOHOMUYECKOTO
(KOJIMUECTBEHHOI0) aHallu3a PUCKOB M OOOCHOBAHUS HEOOXOIUMBIX 3aTpaT Ha 3alllUTy
uHdopmaIuu.

3. OcHoBHBIMH 00beKTaMH cucTeMbl 0e3omacHocTH I1/In B OT1aene saBisiioTcs:

- uH(pOPMAIMOHHBIE PECYPCHI C OTPAHUYEHHBIM J0CTyNoM, coaepxariue [1]/1H;

- npoueccol oopadotku [1[{n B UCIIn Otnena, nHpopMaiimoHHbIe TEXHOJIOTHH,
perjiaMeHThl M TPOIEeAYphl cOopa, 0O0pabOTKH, XpaHEHUS W Tepenadyu HHGOpMAIHH,
MepCOHAJ Pa3pabOTYMKOB U MOJIL30BATENICH CUCTEMBI M €€ 00CITY )KMBAIOIIINI TTEPCOHAIT;

- uHopManoHHass WHPPACTPYKTypa, BKIOYAIONIAs CHUCTEMbl O0OpabOTKH W
aHanu3a uHGOPMAIMH, TEXHUICCKUE U TIPOrPaMMHBIC CPEACTBA e¢ 00pabOTKH, Tepeaadn
1 OTOOpaXE€HUsI, B TOM YHUCJIe KaHAJbl HH()OPMAITMOHHOTO OOMEHA M TEJICKOMMYHHUKAIIUH,
CHUCTEMBbI M CpEICTBAa 3aIMThl HH(POpMAIU, OOBEKTHI W TOMEHICHHUS, B KOTOPBIX
pacnoJioKeHbl TEXHUUECKue cpenctsa oopadotku [1/1H.

4. WuTepecshl 3aTparnBaeMbIX Cy0beKTOB HH(POPMALIMOHHBIX OTHOIIEHUH

CyObexTamu HHPOPMAITMOHHBIX OTHOIICHUN Mpu oOecnieuennn 6e3omacHoctu [1/1H
Otnena sBISIOTCS:

- Otaen, kak cOOCTBEHHUK MH()OPMALIMOHHBIX PECYPCOB;

- PYKOBOJCTBO M COTpYIHUKH OTAeNa, B COOTBETCTBUU C BO3JIOKEHHBIMU HA HUX
(GYHKIUSAMY;
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- (usnyeckue nuua, He SABIAOMUECS coTpyaHukamu OTraena, HO UMEIOIIMMHU C
HUM OTHOLIEHUS ¢ chepe COLMATbHOMN 3alUThl HACEIEHUS.

[lepeunicriienHble CyOBEKTHl WH(MOPMAIMOHHBIX OTHOIICHUN 3aMHTEpPECOBaHbI B
o0ecIeyeHunu:

- CBOEBPEMEHHOTO J0cTyna K HeooxoauMbiM uM IIJIH (UX JOCTYyMHOCTH);

- JIOCTOBEPHOCTH (ITOJIHOTHI, TOUHOCTHU, aJICKBATHOCTH, 11eI0CTHOCTH) [1/]H;

- KoH(UICHIIMAILHOCTH (coxpaHeHnus B Taiine) [1/1H;

- 3alIUTHI OT HABSI3BIBAHUS UM JIOKHBIX (HEOCTOBEPHBIX, HCKaKEHHBIX) [1/]H;

- pa3rpaHUYE€HUs] OTBETCTBEHHOCTHM 3a HAPYIICHUSI HUX IMpaB (MHTEPECOB) W
YCTAHOBIICHHBIX MpaBuil oOpamieHus c [1/1H;

- BO3MOXKHOCTH OCYIIECTBJICHUSI HENPEPBIBHOTO KOHTPOJIS U  YNpPaBIICHUSA
nporieccamu 00padoTku u nepeaun [1J1H;

- 3amuThl [I/IH OT HE3aKOHHOTO PaCIPOCTPAHEHUS.

4.1.11es14 321U THI

OCHOBHOI 1€NIbIO, HAa JOCTH)KEHHE KOTOPOW HAaIlpaBJIE€Hbl BCE IIOJOKEHUS
Hacrosimiert [lonmutuku, sBiseTcss 3ammra CyOBEKTOB HWH(MOPMAIIMOHHBIX OTHOIICHUN
OTtnena oT BO3MOYKHOTO HAHECEHUS MM MaTE€pUaIbHOTO, (PU3MYECKOTr0, MOPAIbHOIO WJIH
MHOro yuiep6a, MOCPEICTBOM CIy4allHOTO WJIM MpeJHaMepeHHOro BoznaencTBus Ha I1/1H,
UX HOCUTEJH, MPOLeCChl 00pabOTKH U IIEpeaayn.

VkazaHHass Ueab JOCTUTAeTCs IMOCPEICTBOM OOECIEUEHUs U IOCTOSHHOTO
MOAACP/KAHUS Cleayromux cBoucTs [1/{H:

- JIOCTYMHOCTH JJIA JIETANbHBIX MOJIb30BaTeNeH (YCTOMUMBOIO ()YHKIMOHUPOBAHUS
nHpopMalMOHHBIX cucTeM OTAena, Mpu KOTOPOM IOJB30BAaTENIM HUMEIOT BO3MOXHOCTh
noyiyuyeHus: HeoOxoaqumbIx I1/[H 1 pe3ynpTaToB perieHus 3aaad 3a IpUEeMIIEMOEe ISl HUX
BpeMs);

- IIEJIOCTHOCTH M ayTEHTUYHOCTHU (TonTBepxaeHue aBTopctBa) [1/[H, XpaHUMBIX 1
oOpabaTbiBaeMbIX B MH(POpMAIMOHHBIX cucTemax OTAena U rnepegaBacMoil Mo KaHajgam
CBS3HU;

- KOH(QUIEHUMAIBLHOCTH - COXpaHEHUs B TaiiHe omnpeaeneHHod uactu [1/1H,
XpaHUMBIX, 00padaThIBAEMBIX U MIEPEIABAEMBIX IO KaHAJIaM CBSI3H.

Heobxoaumplii ypoBEeHb JOCTYITHOCTH, 1IEJIOCTHOCTH M KoHpuaAeHIManbHOCTH [1/[H
o0ecneunBaeTcs COOTBETCTBYIOIIMMU MHOXECTBY 3HAYMMBIX yIrpo3 METOJaMU H
CPEACTBAMH.

4.2.0OcHOBHBIE 3a/1a4M CHCTeMBI o0ecnneueHus 0esonacHoctu I1/1n

J{nst qoCTHXKEHUs OCHOBHOM 11EJTM 3allUThI U 0O0ecrieueHrs yka3aHHbIX cBOUCTB [1/1H
cuctema oOecrieueHus: nHpopMaronHot Oe3omacHocTu Otnaena M0DKHA 00ecreunBaTh
s PeKkTUBHOE pelIeHUE CISAYIONINX 3a1a4:

- CBOCBPEMEHHOE BBISBJICHHE, OILICHKA U MPOTHO3WPOBAHUE HMCTOUYHHUKOB YIPO3
nH()OPMAITMOHHONW 0E€30MacCHOCTH, MPUYUH M YCJIOBHM, CIIOCOOCTBYIONMIUX HAHECEHUIO
yiiep0a 3aMHTEPECOBAHHBIM CYOBhEKTaM HWH(GOPMAIMOHHBIX OTHOIICHWW, HAPYIICHHUIO
HOPMAJIbHOTO (DYHKIIMOHUPOBAHUS WH(DOPMAITMOHHBIX cucTeM OTaena;

- CO3/laHME MEXaHW3Ma OMEPATUBHOTO PEarupoOBaHMS HA yrpo3bl 0E€30MacHOCTH
uH(pOpMAaIIMU U HETaTUBHbIC TEHIACHINY;

- CO3JlaHME€ YCIOBUW JJI1 MHUHUMM3AIMU M JIOKAJU3alMM HAHOCUMOTO YyuiepOa
HEMPAaBOMEPHBIMUA  JACUCTBUSAMHU (U3MYECKUX U HOPUAWYECKHX JIAI, OclabJieHne



HETaTUBHOTO BIMSHHUS W JIMKBUJAIMS TOCJIEICTBUH HApyIICHUs OE30MacHOCTH
uHpopMauy;

- 3aIUTy OT BMEMIATeNhCTBA B Mpolecc (PyHKIMOHUPOBAHUS WH(GOPMAIMOHHBIX
CHUCTEM IIOCTOPOHHUX JIMIl (IOCTYNl K HH(POPMAIMOHHBIM pecypcaM OJDKHBI HWMETh
TOJIBKO 3aPETUCTPUPOBAHHBIC B YCTAHOBJICHHOM ITOPSIIKE TIOJIH30BATEIIN );

- pasrpaHUYCHHME JOCTyNa IOJb30BaTeIe K WH(GOPMAIIMOHHBIM, aIllapaTHBIM,
IPOrpaMMHBIM U UHBIM pecypcaM Otaena (BO3MOXKHOCTh JI0CTYIA TOJIBKO K TEM pecypcam
M BBIIOJIHEHUSI TOJBKO TEX OMNepaluid C HUMH, KOTOPbIE HEOOXOJMMBI KOHKPETHBIM
TIOJTb30BATENISIM JIJISI BBITIOJTHEHHUS CBOUX CITY)KEOHBIX O0S3aHHOCTEH), TO €CTh 3alIUTy OT
HECAHKITMOHUPOBAHHOTO JIOCTYTIA;

- oOecrieyeHue ayTeHTU(UKaLUN II0JIb30BATENEH, YYaCTBYIOILIUX B
uH(POPMaMOHHOM OOMeHe (MOJATBEpKJIEHUE MOUIMHHOCTH OTIPABUTENA WU TOIy4aTess
uH(popmanun);

- 3aUTY OT HECAHKIMOHUPOBAHHOW  MOIU(DHKAIMA  WCHOJIB3YEMBIX B
uH(popMamoHHBIX cucTeMax OTaena NporpaMMHBIX CPEJICTB, a TAKKE 3aIIUTY CUCTEMBI
OT BHEJIPEHUS HECAaHKIIMOHUPOBAHHBIX MPOTrPaMM, BKIIIOUAsi KOMIIBIOTEPHBIE BUPYCHI;

- 3amuTy UHGOPMAIIMU OTPAHUYEHHOTO MOJIb30BAHUS OT YTE€UYKU MO TEXHUYECKUM
KaHajaM Ipu ee 00paboTKe, XpaHEHUHU U Nepeiaue Mo KaHallaM CBSI3H.

4.3.0cHOBHbBIE IYTH pellieHNs 321a4 CUCTEMbI 3aIUThI

[TocTaBieHHbIE OCHOBHBIE LEIM 3aLIUTHI M PEIICHUE NMEPEYUCICHHBIX BBIIIE 3a7a4
NOCTUTaOTCS:

- CTPOTMM YY€TOM BCEX MOJJIEKAILIUX 3aLIUTE PECYPCOB HHPOPMAIIMOHHBIX CUCTEM
Otnena  (uHdopmaruu,  3amad,  JOKYMEHTOB,  KaHAJIOB  CBSI3M,  CEPBEPOB,
aBTOMATHU3UPOBAHHBIX pabOYMX MECT);

- JKypHaJIMpOBaHUEM JACHCTBUI MEpCOHAa, OCYIIECTBISIONIEr0 OOCTy>KUBAaHUE U
MOAU(DUKALMIO IPOTPAMMHBIX U TEXHUYECKHUX CPEACTB MH(POPMALIMOHHBIX CHUCTEM;

- TOJHOTOM, PeaJlbHOM BBIMOIHUMOCTbIO U HEMPOTUBOPEUMBOCTHIO TPEOOBAHMIA
OpraHMU3alMOHHO-PACHOPSAUTENbHBIX AOKyMeHTOB OT/ena mo BoIpocaM OOecreueHus
6e3omacHocTH UH(pOpPMAITUK;

- TMOJATOTOBKOM  JIOJDKHOCTHBIX  JMII  (COTPYJHHKOB), OTBETCTBEHHBIX  3a
OpraHu3allMi0 M OCYILIECTBICHUE MPAKTUYECKUX MEPONPUATUA MO0 O00ECHeUeHHIO
6e3omnacHoctu [1JIH 1 mpoiieccoB ux o0paboTKu;

- HaJICJICHUEM Ka)KJ0T0 COTPYJHHUKA (TI0JIb30BATEIIS) MUHUMAJILHO HEOOXO0IUMBIMU
JUIS BBITIOJIHEHUSI UM CBOMX (DYHKIIMOHAJIBHBIX 00513aHHOCTEN MOJIHOMOYUSMH 110 JOCTYITY
K nH(OopMaMOHHBIM pecypcam OtTaena;

- YeTKUM 3HAaHMEM M CTPOTMM COOJIIOICGHHEM BCEMH  IOJIb30BaTEIISIMU
uHpopmanmoHHbix cucteM OTaena TpeOOBaHUN OpPraHU3ALMOHHO-PACTIOPSAUTEIBHBIX
JOKYMEHTOB 110 BOIIpocaM obecrieueHusi 0e30MacHOCT HH(OpMaIuy;

- MEpPCOHAIBHOW OTBETCTBEHHOCTBHIO 32 CBOM JEWUCTBHSI KaXIOro COTPYIHHKA, B
pamKax cBouX (PYHKIIMOHAJIBHBIX 005 3aHHOCTEN MMEIOIIETO JOCTYN K MH(OPMAIMOHHBIM
pecypcam Otnena;

- HENpephIBHBIM  MOJACpNKAHHEM  HEOOXOIUMOTO  YPOBHSA  3alUIIEHHOCTH
AJIEMEHTOB UH(POPMALIMOHHOMN CpPEe/IbI;

- MpUMEHEHHEeM (PU3NYECKUX U TEXHUUYECKHUX (ITPOrpaMMHO-AMIMAPATHBIX) CPEICTB
3aIIUTBl PECYPCOB CHUCTEMBI M HENPEPHIBHOW AIMHUHHMCTPATUBHOM NONJNEPKKOW HX
UCIIOJIb30BAHUS;



- 3 PexTuBHBIM KOHTpPOJIEM Ha coOJIr0/IeHuEM M0JIb30BATENISIMU
UH()OPMAIIMOHHBIX PECYPCOB TPeOOBaHMI MO 0OECIICUCHHIO OE30ITaCHOCTH UH( OpMAIINH;

- IOpUJIMYECKOM 3amuToi mHTepecoB OtTnena Nnpu B3aUMOJEHCTBUU C BHEIIHHUMHU
opranuzauusiMu (cBs3aHHOM ¢ oOMmeHoM II/IH) OT MpOTHMBONPABHBIX NEHUCTBH, KaK CO
CTOPOHBI 3THUX OpraHW3aluid, TaK MW OT HECAHKUWOHUPOBAHHBIX JCHCTBUU
00CITy’KUBAIOLIET0 NePCOHANIa U TPEThUX JIUII.

5. IHocTrpoenne cucrembl, odecneueHusi OezomacHoctu IIJIn Otnena, u ee
(GyHKUMOHMpPOBAHME JO0/LKHBI OCYLIECTBJSITHCSI B COOTBETCTBHM CO CJIeTYIOIIUMH
OCHOBHBIMY NMPUHIIUNIAMMU:

5.1.3akoHHOCTH

[Ipeamnonaraer OCyIIECTBICHHE 3AIIUTHBIX MEPOIMPHUSITUN U pa3pabOTKy CUCTEMBI
oe3zonacHoctu [/l OTnena B COOTBETCTBUU C JEUCTBYIOIIUM 3aKOHOJATEIHCTBOM B
obnactu 3amutel [IJ[H, a Takke APyrux 3aKOHOAATEIBHBIX aKTOB MO 0€30MacHOCTH
upopmaruu P®, ¢ npumMeHeHHEM BCeX JO3BOJIEHHBIX METOJIOB OOHApYKEHHUS U
npeceueHus npaBoHapymenuit npu padote ¢ [1JIH. [Ipunsteie mepsl 0e3onacHoctu [1/(H
HE  JOJDKHBI  MPENsTCTBOBaThH  JIOCTYNy  IMPABOOXPAHUTEIBHBIX  OpPraHOB B
MPEyCMOTPEHHBIX 3aKOHOAATEILCTBOM CIIydasix.

Bce nonbszoBarenu UCIIH n1omKHB ©METH MIPEACTaBICHHE 00 OTBETCTBEHHOCTH 3a
npaBoHapyIieHus: B obmactu oopadborku [1/1H.

5.2.CucreMHOCTH

CucteMHBI MOAXOA K IMOCTPOCHHMIO CUCTEMBI 3allluThl MHpopMmanuu B Otnene
IIPEANOJAraeT y4eT BCEX B3aMMOCBSI3aHHBIX, B3aUMOACHCTBYIOIIMX U U3MEHSIOIIMXCS BO
BPEMEHHM 3JIEMEHTOB, YCIOBUNH M (DAKTOPOB, 3HAYMMBIX JUIsI MOHUMAaHHUS W PELICHUS
npobiieMbl obecrieueHust 0ezonacHoctu [1/]H.

[Ipn co3maHuM cUCTEMbl 3aIUTHI JTOJDKHBI YYUTBHIBAThCSA Bce ciaOble U Hambosee
ysa3Bumble Mecta MCIT/IH, a Takke XxapakTep, BO3MOXHbIE OOBEKThI U HAIPABJICHUS aTak
Ha HEE CO CTOPOHBI HAPYIIUTEIICH.

Cucrema 3alIUThl JOJKHA CTPOUTHCS C YUETOM HE TOJBKO BCEX M3BECTHBIX KaHAJIOB
MPOHUKHOBEHUS M HECAHKUIMOHUPOBAHHOIO JOCTyNa K HMHQOpMAlMK, HO U C Y4ETOM
BO3MO>KHOCTH TOSIBJIEHUS] HOBBIX ITyTEH pealin3aluu yrpo3 0e30MacHOCTH.

5.3. KoMIjIeKCHOCTH

KomrurekcHOe MCTI0JIb30BaHHE METOJ0B M CPEICTB 3alTUThl KOMITBIOTEPHBIX CHCTEM
MpeoaracT CorIaCcOBaHHOE NPHMEHCHHE Pa3HOPOJHBIX CPEJICTB IMNPH IOCTPOCHUU
IIEJIOCTHOM CHUCTEMBI 3alllUThI, MEPEKPHIBAIOIIEH BCE CYIIECTBEHHbIE (3HAYMMBIC) KaHAJIbI
peanu3aliid yrpo3 W HE CcoAepkamed Ccaa0blIX MECT Ha CThIKaX OTJCIbHBIX €¢
KOMITOHEHTOB. 3aIlliTa JOJDKHA CTPOUTHCS SIICTOHHPOBAHO. BHENIHSAS 3ammTa JT0JDKHA
oOecrieuynBaThCsl PU3NYECKUMH CPEJICTBAMH, OPTaHU3AIIMOHHBIMU U TIPABOBBIMH MEPaMHU.

5.4.HenpepbIBHOCTb 3aIIUThHI

Obecneuenne Oe3omacHocTu [I/[H - mporecc, OCYIIECTBISIEMBI PYyKOBOJCTBOM
Otnena, OTBETCTBEHHBIMU 3a opraHu3anuio obOpabotku [I[lH m coTpynHuMKamMu Bcex
YpOBHEW. DTO HE TONBKO M HE CTOJBKO TMPOIeaypa WIA TMOJUTHKA, KOTOpas
OCYIIIECTBIISIETCS B OMPEICIICHHBIN OTPE30K BPEMEHH WJIM COBOKYITHOCTh CPEJICTB 3aIUTHI,



CKOJIBKO MPOIIECC, KOTOPBIN JOJKEH MOCTOSIHHO UITH Ha BCEX YpOBHAX BHYTpu OTnena u
KaX/blil COTPYIHUK JIOJDKEH NPUHMMATh y4acTHE B 3TOM Ipouecce. J[eaTeabHOCTh Mo
o0ecnieyeHn0  MH(MOPMALMOHHONW  O€30MacHOCTH  SIBISIETCSl  COCTaBHOW  YacThIO
noBceHeBHON aedrenpbHOocTH Otnena. M ee 3PQPeKTUBHOCTH 3aBUCUT OT YYacTHs
pykoBozcTBa Otnena B odecrieueHM nHpopmannoHHon 6e3onacHoctu 11J1H.

Kpome Toro, pusndyeckumM M TEXHUUYECKUM CPEACTBAM 3allIUThl IS 3PPEKTUBHOTO
BBITIOJTHEHUs] ~ CBOMX  (PyHKIMH  HEoOXoJMMa  TOCTOSHHAs  OpraHU3aldOHHAs
(amMUHHICTpAaTUBHAS) TOMJEPKKA (CBOEBPEMEHHAss CMEHAa M OOEeCIeYeHUE MPaBUILHOTO
XpaHEHHs] M TPUMEHEHHS HMEH, MapoJield, NEepeoIpeAesICeHHE MOJTHOMOYMI H T.II.).
[lepepniBbl B paboTE CPEACTB 3aLIUTHl MOTYT OBITH HCIIOJIB30BAHBI 3JI0YMBIIIJICHHUKAMHU
JUIsL aHAJIM3a MPUMEHSIEMBIX METOJOB U CPEJCTB 3alUUTHI, JJI1 BHEAPEHHS CIELUATbHBIX
IIPOrpaMMHBIX U aNnapaTHbIX "3aKiaagoK" U APYTHX CPEACTB NPEOAOJIEHUS 3aIIHTHI.

5.5.CBo€eBpeMEHHOCTH

[Ipeanonaraer ynpexaaromuid xapakrep mep oobecrneuenus 6e3omnacuoctu [1/1H, To
€CTh TIOCTAHOBKY 3a/iau Mo KomruiekcHo 3ammurte [1J[H u peanuzanuio Mmep oOecrieueHus
6e3onacHoctu [1JIH Ha paHHUX CTaIUAX pa3paOOTKU HH(DOPMAITMOHHBIX CUCTEM B IIEJIOM U
UX CHCTEM 3alUThl, B YAaCTHOCTH.

Pa3paboTka cucTtembl 3alUThl JOJKHA BECTUCH MapajuIeNIbHO C pa3pabOTKOW U
pPa3BUTHEM CaMUX 3alllWIIaeMbIX HHPOPMAIMOHHBIX CHCTEM. OJTO TIO3BOJIUT YYECTh
TpeboBaHMs OE30MaCHOCTH TIPH MPOCKTUPOBAHUHM APXUTCKTYPHl M, B KOHEYHOM CHYETE,
co3nath Oosee 3pdekTuBHBIC (KaK MO 3aTpaTaM PECypCcoOB, TaK U MO CTOMKOCTH) CUCTEMBHI,
o0Jaaroniye J0CTaTOYHBIM YPOBHEM 3aIIUIIIEHHOCTH.

5.6.IlpeeMCTBEHHOCTH M COBEPIIEHCTBOBAHHE

[Ipennmonaraer MOCTOSSHHOE COBEPUIEHCTBOBaHME Mep M cpencts 3ammTel [IJ[H Ha
OCHOBE IMPEEMCTBEHHOCTH OPraHU3alMOHHBIX M TEXHUYECKUX PELICHUH, KaJIpOBOIO
coctaBa, aHanuza ¢pyaknuonupoBanuss UCIIx Otaena v CHCTEMBI BX 3aIMTHI C YYETOM
M3MEHEHUH B METOJIaX U CPEACTBaX IepexnBaTa MHPOpMAIUU, HOPMATUBHBIX TPeOOBaHUMN
10 3aIUTe, TOCTUTHYTOTO OTEYECTBEHHOTO U 3apy0eKHOTO OIbITa B ATOM 00JIaCTH.

5.7.Pa3ymMHasi 10CTATOYHOCTDH (AIKOHOMHUYECKAs 11eJIeCO00PA3ZHOCTD)

[Ipennonaraer cOOTBETCTBUE YpPOBHs 3aTpaT Ha oOecreueHue Oe3omacHocTH I1/[H
LEHHOCTH HMH(GOPMALIMOHHBIX PECYpCOB W BEIMYMHE BO3MOXKHOrO yuiepda OT HX
pasriaiieHus, yTpaTbl, YTEUKH, YHHUUTOXKEHHS U UCKakeHud. Vcmonap3yeMble Mepbl U
cpencTBa obecreyeHus: 6€30NacCHOCTH MH(POPMALIMOHHBIX PECYpCOB HE JIOJKHBI 3aMETHO
yXyAllaTh 3ProHOMHYECKHe TmokazaTenu paboTsl kommnoneHtoB WCII[ln Ornena.
W3numxue Mepbl 6€30MacHOCTH, MOMUMO SKOHOMUYECKON HEA(P(HEKTUBHOCTH, MPUBOISAT
K YTOMJICHHIO U pa3/IpaXX€HUIO MepcoHaIa.

Co3nath aOCOJIOTHO  HEMPEOJAOTMMYIO CHUCTEMY  3allMUThl  MPUHIMIIHAIBHO
HeBo3MoxkHO. [Toka I1/ln HaxomsTcs B oOpalieHuu, MPUHUMAEMble MEPBI MOTYT TOJIKO
CHU3HUTH BEPOATHOCTh HErATUBHBIX BO3JECUCTBUI WX yIIEpO OT HUX, HO HE UCKIIFOUUTh UX
MOJIHOCTBIO. ITpy 10CTATOYHOM KOJMYECTBE BPEMEHH U CPEICTB BO3MOXKHO IPEOJOJIETH
moOyro 3amuty. Ilo3TOMy uMeeT cMbICI paccMaTpuBaTh HEKOTOPBIA MPUEMIIEMBIN
ypoBeHb obecrieueHus: 0e30macHOCTH. BpicokoaddekTrBHAas cucTeMa 3allUThl CTOUT
J0pOTro, UCHOJIb3YEeT NPU paboTe CYLIECTBEHHYIO YacTh PECYpCOB U MOXET CO34aBaTh
OLLyTUMBbIE JONOJHUTENIbHbIE HEYAOOCTBA IOJIb30BaTENsIM. BakHO IpaBWIIBHO BHIOpATh



TOT JJOCTATOYHBIA YPOBEHb 3alIUTHI, PH KOTOPOM 3aTpaThl, pUCK U Pa3Mep BO3ZMOKHOTO
yiiep0Oa ObUTH OBl TPUEMIIEMBIMH.

5.8.IlepcoHajibHAs OTBETCTBEHHOCTD

[Ipennonaraer BO3j10KEHHE OTBETCTBEHHOCTHU 3a obecrieueHue Oe3onacHoctu [1/{H
M CHUCTEMbl UX OOpabOTKM Ha Ka)XIOro COTPYIHHMKA B TpeAesax ero MoJHOMouHid. B
COOTBETCTBUHM C 3THUM MPHUHIIMIIOM paCIpeiesicHHe MpaB U OOS3aHHOCTEH COTPYAHHKOB
CTPOHUTCSI TaKUM 00pa3oM, 4yTOOBI B cllydae JIt0OOT0 HapyIIeHHs] KPYyT BUHOBHHUKOB OBLI
YEeTKO M3BECTEH WJIM CBEJICH K MUHIMYMY.

5.9.MunuMHU3anus NOJTHOMOYMIA

O3HavaeT NPEAOCTABICHUE I0JH30BATENISIM MUHUMAIBHBIX MpaB J0CTyna B
COOTBETCTBUM CO  CHOykeOHOM HeoOxomumocThio. Jloctym k II[lH  gomkeH
MIPE0CTABIISATHCS TOJIBKO B TOM ClIydae U 00beMe, €ClId 3TO HEOOXO0IUMO COTPYIHHUKY IS
BBITIOJTHEHHUS €70 JOJIKHOCTHBIX 00sS3aHHOCTEH.

5.10.Uckar0oueHue KOH(PIUKTA HHTEPecoB (pa3aeenne PyHKIMA)

OddextuBHas  cucrema  obecriedeHHs ~ MUHPOPMAIMOHHOM  OGE30MaCHOCTH
MPEANOoJaraeT 4eTkoe pa3zesieHrue 00I3aHHOCTEN COTPYAHUKOB U UCKIIIOUCHUE CUTYaIIHA,
Korjga cdepa OTBETCTBEHHOCTH COTPYAHHUKOB JAomMyckaeT KOHGIUKT uHTepecoB. Chepbl
MOTEHIUAIBHBIX KOH(JIMKTOB JOJKHBI BBISBISITECSA, MUHUMHU3UPOBATHCS, U HAXOIUTCS
MOJ] CTPOTUM HE3aBUCHUMBIM KOHTpOJIeM. Peanuzaiius 1aHHOTO MPUHIMIIA TPEANnoaraerT,
YTO HE OJAWH COTPYJIHUK HE JIOHKEH UMETh TTOJITHOMOYHUH, MO3BOJISIIOIIUX €MY €IMHOJIUYHO
OCYILIECTBJISITh ~ BBIMIOJIHEHWE  KPUTUUHBIX  omepanuii. HazaeneHnue  coTpyaHUKOB
MOJTHOMOYUSIMHU, TIOPOXKIAOIIUMUA KOH(MIUKT WHTEPECOB, JaeT €My BO3MOXHOCTb
MOATACOBBIBATh MH(POPMAIUIO B KOPBICTHBIX LEJISIX WM C TeM, YTOOBI CKPBITh MPOOIEMbI
WM TIOHECEHHbIC YOBITKHM. Jlnsi cHuKeHuss pucka ManumyiaupoBanusi [IJlH u pucka
XUIICHUs, TaKue TMOJTHOMOYHUS JOJDKHBI B MAaKCHMaJIbHO BO3MOXXHOW CTENEHU OBITh
pa3elieHbl MEXIy Ppa3IMYHBIMA COTPYJHHKAaMH WU TnojapazaeneHusMu  Otaena.
Heobxoaumo mpoBOAUTH TMEPUOIUYECKUE TPOBEPKH OOsS3aHHOCTEH, QYHKIUNA U
JESATETLHOCTH COTPYIHUKOB, BBITIOHSIONUX KJIIOYEBbIEe (YHKIIUU, C TEM, YTOObI OHU HE
MMEIN BO3MOXHOCTH CKPBIBATH COBEPIICHUE HENMPABOMEPHBIX AcucTBUUA. Kpome Toro,
HEOOXOJIMMO TPUHUMATh CIICHHAIbHBIE MEpPhl 110 HEAOIMYIICHUIO CroBOpa MEXIy
COTPYIHUKAMHU.

5.11. B3aumojeiicTBHE U COTPYAHUYECTBO

[Ipeanonaraer co3manue OnaronpusTHOM atMocdepsl B KojuiektuBe Otaena. B
TaKol 00CTaHOBKE COTPYAHHMKH JOJDKHBI OCO3HAHHO COOJIOAATh YCTaHOBJICHHBIE IIPaBUiia
U OKa3bIBaTh COACUCTBUE JESATEIILHOCTH OTBETCTBEHHOIO 32 00paboTky I1/1H.

PykxoBoncTBo OT/ena HECET OTBETCTBEHHOCTh 3a CTPOrO€ COOIOJEHUE ATHUECKUX
HOPM U CTaHAapTOB TNPOGECCHOHATBHOW  JEATENbHOCTH, TMOAYEPKUBAIONIEH U
JEMOHCTPUPYIOLIEH  MepCcoHaly Ha  BCEX  YPOBHSAX  BaXKHOCTh  OOECIEUEHUS
uHpopmanmonHon OezonacHoctu Otaena. Bee corpynnuku Otaena M0KHBI TOHUMATh
CBOIO pPOJIb B Ipolrecce obecreueHuss MHPOPMALMOHHON O€30MacCHOCTH M INPUHUMATh
yyacTue B 3TOM mporecce. HecMoTps Ha TO, 4TO BBICOKAas KyJbTypa OO€CIEYEHMs



UH(GOPMAIIMOHHON 0€30MaCHOCTH HE TapaHTUPYET aBTOMATUYECKOIO JOCTHXKEHHUS IIeJIeH,
€€ OTCYTCTBHUE CO3/1aeT 0OJIbIlIe BO3MOXKHOCTEH Jii HapylleHus Oe30MacHOCTU WM He
oOHapy>keHHs PaKTOB €€ HapyIICHUS.

5.12. THOKOCTHL CHCTEMBI 3AIIUTHI

Cuctema obecrnieueHuss HHGOPMAIMOHHON 0€30MacHOCTH JOJKHA OBITh CIIOCOOHA
pearnpoBaTh Ha M3MEHCHUS BHEIIHEH CPENbl U yCIOBUM ocymiecTBIeHUsT OTaeI0M CBOEH
IeITeIbHOCTH. B uncno Takmx u3MeHeHHH BXOIAT:

- W3MEHEHUs OPTaHU3AIMOHHON M MTaTHOW CTPYKTYphl OTIena,

- W3MEHEHWE CYIECTBYIONIMX WM BHEAPCHHE TMPUHIUIIAAILHO  HOBBIX

UH()OPMAIIMOHHBIX CUCTEM;

- HOBBIC TEXHHUYECKHE CPEJICTBA.

CBOICTBO THMOKOCTHM CHCTeMBI oOecrieueHus HHGOPMAIMOHHONW OE€30MacHOCTH
n30aBIIIET B TaKUX CHUTYallUSIX OT HEOOXOIUMOCTH TPHHITHS KapIWHAIBHBIX MeEp IO
MOJITHOM 3aMEHE CpEJCTB W METOJOB 3allUThl Ha HOBBIC, YTO CHIDKACT €€ OOIIyro
CTOMMOCTb.

5.13. OTKpBITOCTH AJITOPUTMOB U MEXAHU3MOB 3AIIIUTHI

CyTb NpUHLUIIA OTKPHITOCTU AJITOPUTMOB M MEXAHU3MOB 3alllUThl COCTOUT B TOM,
YTO 3allliTa HE JOJDKHA OOECHeuMBATHCA TOJBKO 33 CUET CEKPETHOCTU CTPYKTYPHOH
OpraHM3alli U aJrOPUTMOB (PYHKIIMOHUPOBAHUS €€ MOJCUCTEM. 3HAHUE AJITOPUTMOB
paboOThl CHCTEMBI 3alIUTHl HE JOJDKHO JaBaTb BO3MOXKHOCTH €€ MpeojoJieHus (maxe
aBTopam). JTO, OJHAKO, HE O3HAYaeT, YTO MH(opManus 00 UCHOJIB3YEMBbIX CHCTEMaX U
MEXaHU3MaXx 3allUThI T0JKHA OBITh OOIIEIOCTYIHA.

5.14. TIpocToTa NpUMEHEHHs CPEeICTB 3alUThI

MexaHu3Mbl 1 METOABI 3aIIUThl JOJKHBI ObITh MHTYUTUBHO MOHSTHBI U MPOCTHI B
UCIIONIb30BaHUU. [IpuMeHeHue cpecTB U METOJ0B 3alUThl HE JTOJKHO OBITH CBSI3aHO CO
3HAHUEM CHEHUalbHBIX $3bIKOB MJIM C BBINOJIHEHUEM JACUCTBUH, TpeOyroumx
3HAYNUTEIBHBIX JOTIOJTHUTENBHBIX TpyZ03aTpar npu 0OBIUHOM pabote
3aperuCTPUPOBAHHBIX IOJIb30BATENEH, a TaKkKe HE JIOJDKHO TpeOOoBaTh OT MOJIb30BATENs
BBIIIOJIHEHHSI PYTUHHBIX MAJIOIIOHSATHBIX €EMY OIlepaLlyi.

5.15. O00CHOBAaHHOCTH M TEXHMYECKASl Peain3yeMoCTh

HNupopMalinoHHbIE TEXHOJIOTHH, TEXHUUYECKHE U IPOrpaMMHBIE CPECTBA, CPEACTBA
u Mephl 3amuThl [1/H 10mKHBI OBITH peann30BaHbl HA COBPEMEHHOM YPOBHE pPa3BUTHSI
HAYKH M TEXHUKH, OOOCHOBAHBI C TOYKM 3pPEHUS JOCTIIKCHHS 3aJlaHHOTO YPOBHSI
0€301MacHOCTH HMH(OpPMAIIMU M SKOHOMHYECKOU I1e71eCO00pa3HOCTH, a TaKXKe JOJDKHBI
COOTBETCTBOBATh YCTAHOBICHHBIM HOpMaM M TpeboBaHusM 1o 6e3onacHocTH [1/1H.

5.16. Cneumnajau3amnus u npodeccuoHaIN3M

[Ipeanonaraer mpuBiedYeHHE K pa3pabOTKe CPEACTB U peaiu3aliid MEp 3alUThI
[1/ln cenmanvu3upOBaHHBIX OpraHU3AIMKA, HanOOJee MOATOTOBICHHBIX K KOHKPETHOMY
BUJIy JIEATEIBHOCTH TIO OOecTmeueHut0 O0e30MmacHOCTH WH(GOPMAIIMOHHBIX PECypCOB,
MMCIOIINX OTBIT MPAKTUYECKOW pPabOThl W TOCYJApPCTBEHHYIO JHIICH3UIO HAa TIPABO
OKa3aHWs yCIyT B 9TOHM obOnactu. Peanmmsarusi amMUHUCTPATUBHBIX MEP M AKCILTyaTaIlus



CPEICTB 3allMThl JOJDKHA OCYIIECTBIATHCS MNPO(ECCUOHATBHO MOATOTOBICHHBIMU
cnenuanuctamu Otaena (OTBETCTBEHHBIX 3a opraHu3aiuio oopadorku [1/1H).

5.17. O0s3aTeNIBLHOCTH KOHTPOJIS

[Ipeanonaraer 0053aTebHOCTh W CBOEBPEMEHHOCTb BBISABJICHHUS M IPECEUCHUS
MOMBITOK HApyUIEHUS YCTAHOBJIEHHBIX NpaBmi, oOecrieueHuss Oe3omacHoctu IIJIH, Ha
OCHOBE HCIOJIb3yEMbIX CHUCTEM M cpeacTB 3amuthl [IJ[H, mpu coBepHIEHCTBOBAaHUU
KPUTEPHUEB U METOJIOB OIIEHKU d(H(PEKTUBHOCTH ATUX CUCTEM U CPEJICTB.

KOHTpOJIb 32 AEATENBHOCTHIO J000r0 MOIb30BaTENS, KAXKI0I0 CPEACTBA 3aAIUUTHI U
B OTHOILIEHHH JIFOOOTO 00BEKTA 3aIIUTHI JOJKEH OCYLIECTBISATHCA HA OCHOBE IPUMEHEHUS
CPEICTB ONEPaTUBHOTO KOHTPOJS M PErUCTpallMM M JOJDKEH OXBaThbIBaTh Kak
HECAaHKIIMOHUPOBAHHBIE, TAK U CAHKIMOHUPOBAHHBIE ACHCTBUS MOJIb30BATENIECH.

Kpome Toro, a3 dpektrBHas cucteMa odecrieueHus: UHHOPMAIIMOHHON 0€3011aCHOCTH
TpeOyeT HaMuuus aJeKBaTHOM M BCEOOBEMITIONICH MH(OpPMAIMK O TEKYIIEM COCTOSHUU
MPOIIECCOB, CBSI3AHHBIX C JBW)KEHWEM WHPOpMAllUd M CBEJACHUN O COOJIOJCHUU
YCTAHOBJICHHBIX HOPMATHUBHBIX TPEOOBaHMWM, a TakKe JOMOJIHUTEIbHOW HH(pOpMAIUU,
MMEIOIIEeH OTHONICHHE K MPUHATUIO pemieHui. MHpopManus nomkHa ObITh HAJEKHOM,
CBOEBPEMEHHOM, IOCTYITHON U IPABUILHO 0(OPMIICHHOM.

Henocrarku cucteMsl odecrieueHus: MHPOpPMaIMOHHOM 0€30MacCHOCTH, BBISBIICHHbBIE
corpynHukamu OTzena JOJKHBI HEMEIJIEHHO JOBOJIUTHCA /10 CBEACHHS PYKOBOAMTEIS
Otaena U onepaTMBHO YCTpaHATHCA. BoOmpockl, KOTOpblE KaXyTCs HE3HAUUTEIIbHBIMHU,
KOI/Ia OTJENbHBIE MPOLIECCHl PAaCCMATPUBAIOTCS HM30JMPOBAHHO, MPHU PACCMOTPEHUU HX
Hapsly ¢ IpYTMMH aclieKTaMU MOTYT yKa3aThb Ha OTPHULATENIbHbIC TCHACHIIUHU, TPO3SIIUe
MepPEePaACTH B KPYITHbIE HEOCTATKH, €CJIM OHU HE OYIyT CBOEBPEMEHHO YCTPAHEHBI.

6. Mepbl o0ecnieyennsi HHPOPMAMOHHOI 0€30MACHOCTH

Bce mepsl o0ecnieuenust 6ezonacHoctu UCIT/In Otaena noapazaensitores Ha:

6.1. 3akoHoaaTesIbHbIE (IPABOBBbIE) MEPHI 3aAIUTHI

K npaBoBbIM Mepam 3aluThl OTHOCSTCS JEHCTBYIOIIME B CTPAaHE 3aKOHBI, YKa3bl U
HOPMaTHBHBIC aKThI, pEeTJIaMEHTHPYIOIIKE TIpaBuiia oopamenus ¢ I1JIH, 3akperuistonye
mpaBa M OOS3aHHOCTH YYaCTHMKOB HMH(OPMAIMOHHBIX OTHOIICHWH B TIPOIECCe HX
0o0pabOTKM W WCMOJB30BaHMS, a TaKKe YCTAHABJIMBAIOIIUE OTBETCTBEHHOCTh 3a
HapyIIeHUs 3THX NpaBwil. [I[paBoBbIe MephI 3alIUTHI HOCSAT B OCHOBHOM YITPE)KIAFOIIIHA,
NpOPUIAKTUYECKUI XapakTep M TPeOYyIOT MOCTOSHHOM pa3bsICHUTENBHOW pabOThl €
MoJIb30BaTe sIMU U oocmyx)uBatomum nepconanoMm MCIT/In Otaena.

6.2. MopajibHO-ITH4YeCKHE MepPbl 3alllUThI

K MopanbHO-3THUYECKMM MeEpaM OTHOCATCA HOPMBbI TIOBEACHHS, KOTOpHIE
TPAAULIMOHHO  CIOXKWINCh WM  CKJIQABIBAIOTCA IO  MEpe  PpaclpOCTPaHECHHUS
MH(GOPMALIMOHHBIX TEXHOJIOTHM B 001IEeCTBE. DTH HOPMBI OOJIBIIEH YaCThIO HE SIBISIOTCS
00s13aTeTbHBIMU, KAaK 3aKOHOJATENIbHO YTBEPXKJACHHbIE HOPMATHBHBIE aKThI, OJJHAKO, UX
HECOOJIIOICHHE MOJKET MPUBECTH K MAJCHUIO0 aBTOPUTETA, MPECTHKA YEJIOBEKa, TPYIIIbI
mun iy Otnena B nejaoM. MopanbHO-3TUYECKHE HOPMBI OBIBAIOT KAaK HEMHCaHbIEe, TaK U
nucaHble, TO €CTh O(OPMIICHHBIE B HEKOTOPBIA CBOA (YCTaB) MPaBUJ WM MPEANUCAHUM.
MopanbHO-3TUYECKHE MEPbI 3aAIUUTHl  ABJIAIOTCS NPOPUIAKTUYECKUMU U TPeOyrOT
IOCTOSTHHON pa0OThI O CO3AAHUIO 3/10POBOTO MOPAIBHOIO KJIMMAaTa B KOJUIEKTHUBE.
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6.3. TexHoJioTMYeCKHE MEPbI 3AITUTHI

K manHOMY BHIY Mep 3aIlUTHl OTHOCSTCS Pa3HOTO POJia TEXHOJIOTHICCKUE PEIICHHSI
U TIpUEMbl, OCHOBAaHHBIC Ha WCIIOJIb30BAHUM HEKOTOPBIX BHUJOB H30BITOYHOCTH
(CTpyKTypHOH, (YHKIIMOHAIbHOM, HWH()POPMAIIMOHHOW, BpPEMEHHOH W T.OI.) H
HampaBlieHHbIC Ha YMCHBIIEHHUE BO3MOXXHOCTH COBEPIICHHUS COTPYIHHKAMHU OIIHOOK |
HapyIIeHWH B paMKax MPEIOCTaBICHHBIX UM IIPaB U MOJTHOMOYHH.

6.4. Opranu3anuoHHbIe (AAMUHUCTPATUBHbIE) MePbI 3AIIIUTHI

OpraHu3aiMoHHble  (aAMUHUCTPATUBHBIE) MEphl  3alUMTBl - 3TO  MEpHI
OpPraHM3AIlMOHHOTO XapaKTepa, perJjaMeHTHPYIOIIMEe MPOLEcCh (YHKIMOHUPOBAHHUS
cucteMbl 00padoTku I1/]H, Hcronp30BaHNe €€ pecypcoB, esSTeIbHOCTh 00CITYKUBAIOLIETO
IIEPCOHANA, a TaKKe MOPSAOK B3aUMOJCHCTBHUS IOJIB30BATENEH C CUCTEMOW TAaKUM
oOpa3oM, uTOObI B HaWOOJBIIEH CTENEHU 3aTPYAHUTh WU HUCKIIOYUTH BO3MOKHOCTb
pean3anuu yrpo3 0€30MacHOCTH WM CHU3UTh pa3Mep MOTEPh B ClIydae UX peasln3alluu.

6.5. @opmMupoBaHue MOJUTHKH 0€30MACHOCTH

['maBHass 1enbp aJAMUHUCTPATUBHBIX MeEp, NPEANPUHUMAEMBIX Ha BBICIIEM
yIPaBICHYECKOM YpPOBHE - C(HOPMHUPOBATH TOJUTUKY B o00JacTu oOecreueHus
oeszonacHoctu [IJ[H (oTpaxaromyto mnonxoasl K 3amure [IJ]IlH) u obOecneuuth ee
BBINIOJIHEHHE, BBIJIEIISISI HEOOXOIMMBIE PECYPCHI U KOHTPOJIUPYSL COCTOSTHUE L.

C npakTU4ecKOil TOYKHU 3pEHHs MOJMUTHUKY B 00nacTH obecreueHus 0e30MacHOCTU
[1Ia B OTaene nenecooObpa3Ho pa3duTh Ha JBa ypoBHA. K BepXxHEMYy YPOBHIO OTHOCSTCS
pelieHusl pyKOBOJICTBA, 3aTparuBarouiue aestenbHocTb Otaena B uenom. Ilonurtuka
BEPXHETO YPOBHS JOJDKHA YETKO OYEepPTUTh c(epy BIUSAHUS W OrpPaHUYCHUS TIpU
omnpeneneHun  ueneil  6ezomacHocty  [I/IH, ompenenuTe KakMMH ~ pecypcamu
(MaTepuanbHbIe, CTPYKTYPHBIC, OpraHWU3allMOHHBIE) OHM OYIyT JOCTUTHYTHI, U HAWUTHU
pa3yMHBIi ~ KOMIPOMHUCC  MEXAY  MpUEMJIEMBIM  YpPOBHEM  O€30MacCHOCTH |
(YHKIIMOHATBLHOCTHIO.

[TonuTka HWKHETO YPOBHS, OMpPENENseT MNPOIEAyphl, U TpaBWiIa JOCTHKCHUS
nejel u pemieHus 3amad OezomacHoctu [I[IH w getanmusupyer (periamMeHTHPYET) JTH
npaBuJa:

- KakoBbI POJIM U OOS3aHHOCTU JOJKHOCTHBIX JIUI, OTBEYAIOIIME 32 MPOBEICHUE
noauTuku 6e3onacHoctu I1/1H;

- KTO uMeeT mpaBa jgoctyna K IIJ[H, KTo U npu KakKuxX YCIOBUSX MOXKET YUTATh U
MouduupoBats 10 u T.71.

- IlonuThKa HUKHETO YPOBHS JOJDKHA!

- MpeaycMaTpuBaTh perjiaMeHT WH(OPMAIIMOHHBIX OTHOIICHWH, HCKIIIOYAIOUIUX
BO3MOKHOCTh MPOU3BOJBHBIX, MOHOIIOJBHBIX WJIM HECAHKIIMOHMPOBAHHBIX JEHCTBUU B
OTHOIIIEHUU WH(OPMAIIMOHHBIX PECYPCOB;

- ONpPEeNeNsATh KOATUIIMOHHBIE  MePApPXUUCCKUE TIPUHIIUIBI M METObI PA3CICHUS
CEKpEeTOB M pa3rpannyeHus gocryna k [1/1x;

- BBIOMpATh MPOrpaMMHO-TEXHUYECKHUE (ammapaTHbIe) CPECTBA MPOTUBOICHCTBHUS
HCJ, ayrentudukanuu, aBTOpU3alMU, WACHTUPUKALIUM W APYIHMX 3alIUTHBIX
MEXaHU3MOB, OOECHEUYMBAIOIIMX TapaHTUM peaju3allid MpaB U OTBETCTBEHHOCTHU
CyOBeKTOB HH(POPMAITMOHHBIX OTHOIIIEHUH.
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6.6. PersmameHTanus 10cTyna B moMenieHusi

Komnonentst UCIIJn Otnena J0DKHBI  pa3MemiaTbesi B MOMENICHUSX,
HaxXOMSIIMXCS TOJI OXpaHOW WM HAOMIOJCHHEM, MCKIIOYAIOIIUM BO3MOXKHOCTh
OCCKOHTPOJILHOTO MPOHUKHOBEHHS B MIOMEIIICHUS MTOCTOPOHHUX JIUIl M 00ECIIeUHnBAIOIIUM
(U3UYECKYI0 COXPAaHHOCTh HAaXOJAIIMXCS B TIOMENIEHWHU 3alllUIIAeMbIX PECYpCOB
(moxkymentoB, APM u T.n.). YOopka Takux MNOMENICHUN JODKHA MPOU3BOJIUTHCA B
MPUCYTCTBUM  OTBETCTBEHHOTO COTPYAHUKA, 32 KOTOPbIM 3aKpPEIUICHbI JaHHBIC
KOMIIOHEHTBI, C COOJIIOJIGHUEM MEpP, HCKIIOYAIONIMX JOCTYN MNOCTOPOHHUX JIMI[ K
3aIuIaeMbIM HTHHOPMAIIMOHHBIM PECypcaMm.

Bce mnocTtopoHHHMe M@ JOMYCKAlOTCS B TOMENIEHUS C KOMIIOHEHTaMU
WH()OPMAITMOHHONW CHCTEMBI TOJBKO B IPUCYTCTBHH COTPYAHUKOB OTHemna.

[To oxoHyanuu pabovero IHS, TOMEIICHUS, B KOTOPBIX Pa3MEIIAI0TCsI KOMIIOHCHTHI
NCITIn Otnena, TOMKHBI 3aIMPaThCs HA K04, 10 BO3MOKHOCTH OIE€YaThIBATHCS.

B cnydae ocHaiieHus MOMEIICHUN CPEICTBAMHU OXPAaHHOW CUTHAJM3AILMM, a4 TAKXKE
ABTOMATU3WPOBAHHON CHUCTEMON NpHEMa U PETUCTPALlMM CUTHAJIOB OT 3TUX CPEJICTB,
MpUeM-cJiada TaKUX MOMEIIEHUM 0] OXpaHy OCYILECTBIISIETCS HA OCHOBAaHUHU CIIELIMATIBLHO
pa3pabarpiBacMOil HHCTPYKIIUH.

6.7. PernamenTanus JAOIyCKA COTPYAHMKOB K HCI0JIb30BAHHIO
HHGOPMALMOHHBIX PeCcypcoB

B pamkax paspemurenbHOil cUCTeMbl (MATpPHUIbI) JOCTYIA YCTAHABIMBAETCS: KTO,
KOMY, KaKyl0 HHQOpMaLMIO U ISl KaKOTO BHJA JOCTYNa MOXET MPEJOCTaBUTh U MpPHU
KaKHX YCJIOBUSIX.

Jonyck nons3zoBareneit k padore ¢ MCII[In Otaena m goctyn K uMX pecypcam
JOJKEH OBITh CTPOro perjiameHTUpoBaH. JIoOble M3MEHEHMs] cocTaBa M MOJHOMOYMUUI
ITOJIb30BATENEN MOJICUCTEM JOJIKHBI TPOU3BONUTHCS YCTAHOBIEHHBIM MOPSIAKOM.

YPpOBEHb MOJHOMOYHM Ka)KJI0TO TOJIb30BATENA OIPEAEIIETCS HWHAUBUAYAIBHO,
co0uoast caenyrone TpeOoBaHus:

- KQXKIbIM COTPYAHUK TIOJIB3YETCS TOJIBKO NPEANUCAHHBIMU €My IMPaBaMH I10
orHomieHuto Kk II/IH, ¢ koTOopeiMM emy HeoOxoauma paboTa B COOTBETCTBUU C
JOJKHOCTHBIMU O0sI3aHHOCTSAMHU. Pacimpenue npas A0CTyna U NpeaocTaBiIeHUe JOCTyIa
K JIONOJIHUTENIbHBIM HH(OPMAIIMOHHBIX pecypcaMm, B 00A3aTENbHOM MOPSAKE, AOJKHO
COTJIaCOBBIBATHCS C OTBETCTBEHHBIM 3a OpraHu3anuio oopadotku I1/1H;

- pykoBoautenp Ortnena uMeeT IMpaBa Ha MNPOCMOTP HHGOpPMAIMU CBOUX
IIOJYMHEHHBIX TOJIBKO B YCTAHOBJIEHHBIX IIpeJeiiax B COOTBETCTBUM CO CBOHUMH
JOJKHOCTHBIMU 00SI3aHHOCTSIMU.

Bce corpymauku Otnena ©w  0OCHYKMBAIOIIUNA TEPCOHAN, JIOJDKHBI  HECTH
NEPCOHANBHYIO OTBETCTBEHHOCTh 3a HApYIIEHUS YCTAHOBJICHHOTO MOpsiAKa 00pabOTKH
[1/IH, mpaBWJI XpaHEHUs, UCTIOJIb30BAHUS U MEPEIauM HAXOMSAIIMNXCS B UX PACHOPSIKEHUN
3allMIIAEMbIX pecypcoB cucTeMbl. Kaxablii cOTpyIHUK (IIpU MpueMe Ha padoTy) TOJKEH
MOAMKUCHIBATh 0053aTE€IBCTBO O COOJIOJIGHUM U OTBETCTBEHHOCTH 3a HapylICHUE
yCTaHOBJIEHHBIX TpeOoBaHuM 1o coxpanenuto [1/{n Otnena.

Oo6pabotka IIJ]In B xommonentax MCII[la Otnena nomxHAa MPOU3BOAUTHCA B
COOTBETCTBHHM C YTBEPKICHHBIMU TEXHOJIOTHYECKUMHU UHCTPYKLHSMHU.

6.8. PeriaMeHTaumMsi  mpomeccoB  OOCIY:KMBAHUSI W OCYLIECTBJIEHHA
MOAN(UKANNY ANNAPATHBIX M IPOrPaMMHBIX pecypcoB
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B uensx momumepkaHus pexuMa HHGOPMAIIMOHHON O€30MMacHOCTH ammapaTHO-
porpamMMHasi KOH(pHUrypamusi aBTOMaTU3UPOBAHHBIX pabOYnX MECT COTpyAHUKOB OT/ena,
C KOTOPBIX BO3MOXKCH JIOCTYl K pecypcaM HH(POPMAIMOHHOW CHCTEMBI, JIOJDKHA
COOTBETCTBOBAaTh KPYI'y BO3JI0OKCHHBIX HA JIaHHBIX I10JIb30BaTeIcH (YHKIIMOHAIBHBIX
00s3aHHOCTEIA.

B komroneHTax MHPOPMAIMOHHOW CHCTEMBI M Ha pabOYMX MECTaX IOJIb30BaTeIeH
JIOJKHBI YCTAaHABIIUBATHCS M HCTIOIB30BATHCS JINIICH3UOHHBIC TTPOTPAMMHBIE CPEZICTRA.

6.9. O0ecneyeHne M KOHTPOJIb (U3NYECKOH IEJOCTHOCTH (HEH3MEHHOCTH
KOH(pUrypauuu) annapaTHbiX pecypcos

O6opynoBanne WHPOPMAIIMOHHBIX CHUCTEM, HCIHOIB3yeMOe i JOCTyla H
xpanenust [I/[H, K KoTopoMy JOCTynm OOCIYKHBAIOLIEro MepcoHaia B IpoLecce
AKCIUTyaTalli He TpeOyeTcs, Mocie HalaJl0YHbIX, PEMOHTHBIX U MHBIX padOT, CBA3aHHBIX
C JOCTYIIOM K €r0 KOMIIOHEHTaM JIOJKHO 3aKpbIBAThCS.

6.10. ITox0op U MOATOTOBKA MEPCOHAJA, 00yUeHHE M0JIb30BaTe el

[Tonb3oBatenn WCII[Jn Ortnena, a Takke PYKOBOASIIMN UM OOCTYKHUBAIOIIHIMA
MEPCOHANl JIOJDKHBI OBITh O3HAKOMJIEHBI CO CBOMM YPOBHEM IIOJIHOMOYMM, a TakKke
OpraHU3alMOHHO-PACIOPSIANTENBHON, HOPMATUBHOM, TEXHUUECKON U AKCIUTyaTal[MOHHOMN
JTIOKYMEHTAIIMeH, onpenensoniel TpedoBanus u nopsaok oopadorku [1/{n B OTaene.

Obecneuenne Oe3zonacHoctd I[I/IH BO3MOXKHO TOJNBKO TMOCHE BBIPAOOTKUA Yy
MOJIb30BaTENIC  OMpEAEICHHON KYyJIbTYpbl pal0OThl, T.€. HOPM, OOS3aTENbHBIX JJIs
WCIIOJTHEHUsI BCEMHM, KTO paboTaeT ¢ mHPopmarmoHHbiMU pecypcamu Otnena. K takum
HOPMaM MOKHO OTHECTH 3alpelleHUe JIFOOBIX YMBIIIJIEHHBIX WM HEYMBIIUICHHBIX
NEUCTBUN, KOTOpbIE HApylIalOT HOpMaibHylo paboTy kommnoHeHToB MCII[n Ortnena,
BBI3BIBAIOT JIOTIOJIHUTEIIBHBIE 3aTPaThl PECYpPCOB, HAPYLIAIOT IETOCTHOCTh XPAaHUMOU U
oOpabaTbiBaeMOii HMH(pOpPMAllMU, HAPYIIAIOT MHTEPECHl 3aKOHHBIX IOJIb30BATEIICH,
BIIAJICNIBIIEB WM COOCTBEHHUKOB.

Bce momwpzoBatenmm  WCII[ln  Otnmena  AOMKHBI  OBITh  O3HAKOMJICHBI  C
OpPraHU3aIMOHHO - PACHOPAIUTEIBLHBIMH JOKYMEHTAMU MO 0OeCTeueHnI0 0e30MacHOCTH
I[IIa Otnena, B 4acTH, UX KacaroUIEHCs, JOJKHBI 3HATh U HEYKOCHUTEJIBHO BBINIOJIHSAThH
WHCTPYKIIMM U 3HaTh oOOIMe O0O0sM3aHHOCTU 1o oOecredeHuto Oe3omacHoctu [1/1H.
JloBenenue TpeOOBaHMI yKa3aHHBIX JOKYMEHTOB JI0 JIWII, JOMYIICHHBIX K 00paboOTKe
samuiiaemMbix [1JIH, TOMKHO OCYIIECTBIATHCS MO POCIHUCH.

6.11. OTBeTCTBEHHOCTh, 32  HApPYUIEHMs  YCTAHOBJEHHOI0  MOPSAKA
M0JIb30BaHUsI pecypcaMu HH()POPMAIMOHHOH CHCTEMBI

Mepa OTBETCTBEHHOCTH TEpCOHAla 3a JACHCTBHsI, COBEPIICHHBIC B HapyIICHHE
YCTaHOBJICHHBIX TIpaBuiI o0ecrieueHus: 6ezonacHoit padotel ¢ [1/1H, nomkHa onpenensTbes
HAHECEHHBIM yIIepOOM, HATMYUEM 3JI0TO YMBIC/IA U APYTUMHU (PaKTOpamu Mo yCMOTPEHUIO
pykoBojcTBa OTHena.

Jlnga peanu3anuy NPUHIMIA TEPCOHATBFHOM OTBETCTBEHHOCTH IOJB30BaTENeH 3a
CBOM JICHCTBUS HEOOXOAUMBI:

- UHAMBUAyalbHas WIACHTHU(PHUKALUS TOJIb30BaTENed W HWHHUIMMPOBAHHBIX HMHU
IPOIIECCOB, T.€. yCTaHOBJIeHHE 3a HuUMU ujeHTudukatopa (login, Username), Ha 0Oaze
KOTOPOTr0 OyAET OCYIIECTBIATHCS pa3rpaHUUEHUE JOCTYNA B COOTBETCTBUU C IPUHLIUIIOM
000CHOBAaHHOCTH JIOCTYIIA;
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- TpOBEpKa MOUTMHHOCTH MOJIb30BaTeNel (ayTeHTU(DUKAIKS ) Ha OCHOBE TapoJieii;
- peakuus Ha TMONBITKA HECAHKIIMOHUPOBAHHOTO JOCTyNa (CHrHaJIU3aIus,
OJIOKMpPOBKA | T.1.).

6.12. CpencrBa odecnieuenusi 6e3onacuoctu I1JIn
Jlnst  obecnieuenuss wWHQPOPMAMOHHON Oe3omacHocTH  OTAena  HMCIMONIb3YIOTCS
CJICTYIOIINE CPEICTBA 3AIUTHI:

Dusuueckue cpedcmea 3auumbol

duznyeckre Mepbl 3allUThl OCHOBaHbl HA MPUMEHEHHUHU PA3HOTO poja
MEXaHUYECKUX, JIEKTPOHHBIX MJIM AJIEKTPOHHO-MEXAHUUYECKUX YCTPOUCTB U COOPY>KEHUI,
CHEIUaIbHO MPEJHA3HAYCHHBIX IS CO3AaHus (U3HYECKUX MPENATCTBUI Ha BO3MOKHBIX
NyTAX IPOHUKHOBEHUS U JOCTyla NOTEHUUAIbHBIX HapyLIUTeNed K KOMIIOHEHTaMm
cucteMbl u 3ammmaeMbiM [1/lH, a Takke TEXHHYECKHUX CpPEICTB BHU3YaJTbHOTO
HAOIIO/ICHUS, CBSI3U U OXPAHHOM CUTHAIM3AIIHH.

s obecneuenus ¢puszndeckoi 6e3omacHocTy koMnoHeHToB UCIIIH HeoOxoaumo
OCYIIECTBIISIT PSII OPraHU3ALMOHHBIX M TEXHUYECKUX MEPOIMPHITHHA, BKIIOYAIOIINX:
MPOBEPKY 000PYI0BaHUS, TpeAHA3HAYEHHOr0 11t 00padboTku [1/1H, Ha:

- HaJMYWe CIENHMaTbHO BHEPEHHBIX 3aKJIaIHBIX YCTPOUCTB;

- BBEJICHUE JIONOJHUTENIbHBIX OrPAaHMYEHUN 1O JOCTYNy B IOMEIICHMUS,
npeaHa3HaYeHHbIe ISl XpaHeHus: u o0padbotku 11/1H;

- 00OpynoBaHME CHUCTEM HH(POpMATU3AIMK YCTPOMCTBAMU 3alUTHl OT COOEB
AJIEKTPONMUTAHUS U IOMEX B JIMHUAX CBSI3HU.

Texnuyeckue cpedcmsa 3aujumel

Texnudeckue  (ammapaTHO-TIPOTPAMMHBIE)  MEpbl  3alllUThl  OCHOBAaHbI  Ha
WCIIOJIb30BAaHUU PA3JIMYHBIX DJEKTPOHHBIX YCTPOMCTB M CHEIHAIBHBIX MPOTPAaMM U
BBITIOJIHSIFOIINX (CaMOCTOSITEJIBHO WM B KOMIUIEKCE C JAPYTHUMHU CpeacTBamMu) GyHKIUU
3amUThl (MACHTUPUKALNIO U ayTeHTU(PUKALIUIO TI0JIb30BaTeNIel, pa3rpaHUUYeHHUE JTOCTYIIa
K pecypcam, perucTpaluo cCOObITHI, KpUNTorpadguueckoe 3aKpbiTie HHGOPMALUU U T.11.).

C yueroM Bcex TpeOoBaHMI W MPUHIUIIOB oOecreuenus OezomacHocTH [IJ[H 1o
BCEM HAMpaBJICHHUSIM 3alUThl B COCTaB CHUCTEMBI 3alIUTHI JOJDKHBI OBITH BKIIFOYCHBI
CJIEIyIOLIUE CPENICTBRA:

- CpeACTBa pa3rpaHUYCHHsI JOCTyMA K TaHHBIM;

- CpeACTBa PETUCTPALUMU JOCTyHa K KOMIOHEHTaM HMH(OPMALMOHHOW CHCTEMbI U
KOHTPOJISI 32 MCTIOJIb30BaHHEM WH(OPMAIINH;

- CpeICTBa pearnpoBaHUs Ha HAPYIICHHS pexkruMa HHPOPMAITMOHHON 0€30MacHOCTH.

Ha TexHuueckue cpefcTBa 3allUThl BO3JIAraeTCsl PEIICHUE CIEIYIOIINX OCHOBHBIX
3aja4:

- WACHTH(UKANMUS W ayTCHTU(PUKAIMS TOJIb30BATEICH MPU MOMOIIM WUMEH WU
crienuaibHBIX anmnapatHbix cpenacts (Advantor, Touch Memory, Smart Card u T.11.);

- periamMeHTanusi W YNpaBleHWE AOCTYNOM I[OJb30BaTeNell B MOMEIICHHS, K
(M3UYECKUM U JIOTHYECKUM yCTPOICTBAM;

- 3ammTa OT MPOHUKHOBEHMSI KOMIIBIOTEPHBIX BHUPYCOB M Pa3pyIIUTEIbHOTO
BO3/ICHCTBUS BPEJOHOCHBIX MPOTPaMM;

- perucTpanus Bcex IEHCTBUU IMOJb30BATENS B 3AILMIICHHOM >XypHaje, Haluuue
HECKOJIbKUX YPOBHEH perucTpaiuu;
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- 3alllUTa JaHHBIX CHCTEMbI 3allluThl Ha (HailJIoBOM CcepBepe OT JIOCTyIla
MOJI30BaTENIC, B UbM JOJDKHOCTHBIE OOS3aHHOCTHM HE BXOJMUT paboTa ¢ MHQpOpMaIuw,
HAXOSIIENCS Ha HEM.

Cpedcmesa udenmuurayuu u aymenmuduxayuy noiv3osamelei

B nensx npenotrspaienust padbotsl ¢ pecypcamu UCI{n Otnena mocTOpOHHUX JIUIL
HEOOXOUMO  O0ECHeunTh BO3MOXHOCTH  PACHO3HABaHHUS  KaXAOrO  JIETAJbHOTO
moJstb30BaTeNsl (WM TPYMI mojk3oBareneit). st naeHTudukammm MOTyT TPUMEHSTHCS
pPa3IMYHOTO POJla YCTPOMCTBA: MArHUTHBIE KApTOYKH, KIIIOUM, KIFOUEBBIE BCTABKH,
JIUCKETHI U T.1I.

AytenTudukanus (MOATBEPKICHUE MOMJIMHHOCTH) IOJb30BaTEICH TaKKE MOMKET
OCYIIECTBIISATHCA:

- TyTeM TMPOBEPKM HaJIUYMs Yy TIOJIb30BATENeH KaKUX-THOO CIelNUaIbHBIX
YCTPOUCTB (MarHUTHBIX KapTOYEK, KIIFOUEH, KJIIOUEBBIX BCTABOK U T.1I.);

- TyTeM MPOBEPKU 3HAHUSI UMU TIAPOJICH;

- TyTEM MPOBEPKHU YHUKATBHBIX (M3UUECKUX XAPAKTEPUCTUK U MAPAMETPOB CaMUX
MOJIH30BATENICH MPU MOMOIIHU CHEIUATBHBIX OMOMETPUYECKUX YCTPOMCTB.

Cpedcmea pazepanuyeHus 0ocmyna

30HBI OTBETCTBEHHOCTH M 3aJadd KOHKPETHBIX TEXHMUYECKHUX CPEACTB 3aIUTHI
YCTaHABIMBAIOTCS MCXOJ M3 MX BO3MOKHOCTEM M SKCILTyaTallMOHHBIX XapaKTEPUCTHK,
OMHCaHHBIX B JOKYMEHTAIIH Ha JaHHBIE CPECTBA.

TexHu4yeckue cpeAcTBa pasrpaHUUYCHHs JOCTyHa JIOJDKHBI MO BO3MOXHOCTH OBITH
COCTaBHOMW YaCThIO €JUHON CUCTEMBI KOHTPOJIS AOCTYIIA:

- Ha KOHTPOJHPYEMYIO TEPPUTOPHIO;

- B OT/JEJIbHbIE TIOMEIIECHUS;

- K KOMIOHEHTaM HWH(pOpMaIMOHHON cpeasl OTaena W dJIEMEHTaM CHCTEMBI
3amuthl 1111 (pusnyeckuii noctyn);

- K uHQOPMAIMOHHBIM pecypcaM (JIOKyMEHTaM, HOCHUTENIsIM HH(OpMaIUH,
¢aiinam, HabopaMm JTaHHBIX, ApXUBaM, CIIpaBKaM U T.].);

- K aKTHBHBIM pecypcam (MIPUKIIAIHBIM MpOoTpaMMamM, 3ajiadaM | T.11.);

- K OIEpaIMOHHON CUCTEME, CHCTEMHBIM MTPOrpaMMaM U TIpoTpaMMam 3aIluThI.

Cpedcmea obecneuenus u KOHMPOas YeaoCHmHOCHU

CpenctBa oOecriedeHHsi LEJIOCTHOCTH BKIIIOYAIOT B CBOM COCTaB CpeiCTBa
PE3EpBHOIO  KONMPOBAaHWS, IMPOrpaMMbl  AHTUBHUPYCHOM  3aIUTBI, MPOTrPaAMMBI
BOCCTAHOBJICHUS 1IEIOCTHOCTH ONEPAllMOHHOMN Cpe/ibl U 0a3 TaHHBIX.

CpencrtBa  KOHTpOJISL — LIEJIOCTHOCTH  MH(OPMAIIMOHHBIX  PECYpPCOB  CHUCTEM
MpeAHa3HAYEHbl JJI1 CBOEBPEMEHHOTO OOHApyXeHUs MOJIM(PUKAIMU WA HCKAKEHUs
pecypcoB cucteMbl. OHU TO3BOJISIOT O0ECIEUUTh MPABUIBHOCTH (DYHKIIMOHUPOBAHUS
CUCTEMBI 3aIIUTHI U LEJIOCTHOCTh XPaHUMOM U 00pabaTbiBaeMoi H(OpMAIUK.

KoHnTponpb 1enoctHoctd MHPOpMALUMK U CPEACTB 3aLUTHI, C LENbI0 00EeCIIeUeHUs
HEU3MEHHOCTH MH(OPMALIMOHHON CPE/Ibl, ONPEAENIIeMOI NPEayCMOTPEHHON TEXHOIOTHEH
0o0pa0OTKM, W 3allUThl OT HECAHKUMOHUpPOBaHHOW Mogudukauuu II[[H nmomkeH
o0ecreunBaThCs:

- CpeACTBaMHU pa3rpaHUYEHUs JOCTyna (B TIOMELIEHUs, K JOKyMEHTaM, K
HOCHUTEJISIM HH(POPMAIINH, K CEpBEPaM, JJOTMUECKUM YCTPOMCTBAM U T.I1.);
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- CpelCcTBaMH JIEKTPOHHOU MOIHCH;
- CpeIcTBaMH MOJCYETa KOHTPOJBHBIX CYMM (IJII MCIOJIB3YEMOTO MPOTPaMMHOTO
obecrieueHus).

CpeacrBa onepaTuBHOI0 KOHTPOJIA M PerucTPaluy cOObITHII 0€301IACHOCTH

CpeactBa OOBEKTMBHOIO KOHTPOJS JOJDKHBI OO€ecreuuBaTh OOHApy>KEHUE H
pEerucTpanuo Bcex coObITHH (eicTBUi nosib3oBaTene, nonsitok HCJ u 1.11.), KoTOphIE
MOTYT TMOBJIeYb 3a COOOW HapylieHue O€30MaCHOCTH M MPHUBECTU K BO3HUKHOBEHHIO
KPU3HMCHBIX CUTyalluil. AHamu3 CcOOpaHHOW CpelcTBaMU perucTpanud HHPOpMaluu
MO3BOJISIET BBISIBUTH (DaKThl COBEPIICHUS HAPYIICHHUH, UX XapaKTep, MOACKa3aTh METO/] €r0
paccieoBaHusl U CHOCOOBbI TOMCKA HAapyIIMTENs W HcHpaBiieHus cutTyaruu. Cpencrsa
KOHTPOJISI M PETUCTPALIMH TOJKHBI MIPEIOCTABIIATH BOZMOKHOCTH:

- BEJICHHUS U aHaJIM3a )KypPHAJIOB PETUCTPALlUU COOBITUN O€30MaCHOCTH (CUCTEMHBIX
KYpHaJIOB);

- TOJly4eHHsI TBEPAOM KomuM (I€4aTH) JKypHaJIa pErucTpauudd COOBITHI
0e30I1aCHOCTH;

- YHOPSAOYEHUS JKYPHAJIOB, a TAK)KE YCTAHOBJICHHUS OTPAHUYEHUH HA CPOK HX
XpaHEHHS;

- OIIEpaTUBHOIO OMOBEUIEHUSI OTBETCTBEHHOI'O 3a opraHu3anuio oopadotku I1JIH o
HapyIIEHUsX.

[Ipu peructpanuu coObITUN 0€30MACHOCTH B KypHalle JODKHA (PUKCHUPOBATHCS
cienyroas nHpopMarms:

- JlaTa ¥ BpeMs COOBITHS;

- uaeHTUu(duUKaTop CyOBbeKTa, OCYIIECTBISIONIETO PETUCTPUPYEMOE IEUCTBHUE;

- JIelcTBUE (TUII JOCTYMA).

6.13. KoHTpoJib 3¢ (PeKTUBHOCTH CHCTEMBI 3aIUTHI

Koutpons  sddexktuBnoctrn  3amutel  [I/IH  ocymecTBisieTcss ¢ IeNbIO
CBOEBPEMEHHOTO  BBISBICHHS W  npenorBpameHuss yreukn I[I[/lH 3a  cuer
HECAHKIIMOHUPOBAHHOTO JOCTYMNA, & TAK)KE NPEAYNPEKICHNUS] BO3MOKHBIX CIEHUATBHBIX
BO3/JCHCTBHM, HAaNpaBICHHBIX Ha yHWYTokeHue II/IH, paspymeHune cpenacrts
uHpopmaTuzanuu. KOHTpOJIb MOXET MNPOBOAUTHCS MPUBJIEKAEMbIMU MJisi 3TOM LIENU
OpraHU3alMsIMHI, UMEIOIIMMU JTULEH3UIO HAa 3TOT BUJI JEATEIIBHOCTH.

Onenka s¢dextuBHOCTH Mep 3amutbl [IJIlH mpoBoauTCS C HCMONB30BaHHEM
TEXHUYECKUX M TPOrPAMMHBIX CPEICTB KOHTPOJS Ha TNPEeIMET COOTBETCTBUS
YCTaHOBJICHHBIM TPEOOBAHUSIM.



