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OIIPEJAEJIEHUA

B HacTosimieM JOKYMEHTE MCIIOJB3YIOTCSA CIEAYIOIUE TEPMUHBI H X
OIIPEIEIICHHUS.

ABTOMATH3MPOBAaHHAA CHCTEMA — CHCTEMa, COCTOSINAs U3 IEepCOHAIA WU
KOMIUIEKCA CpEACTB AaBTOMATH3allMM €ro JAEITEIbHOCTH, peajusyromas uHpopMa-
[UOHHYIO TE€XHOJIOTHIO BBITIOJIHEHUS YCTAHOBICHHBIX () YHKIIUMA.

AyTeHTH(UKAIMA OTHPABHUTENS] AAHHBIX — TMOJITBEPKICHHE TOr0, 4YTO OT-
IIPAaBUTEIb ITOJYYEHHBIX JaHHBIX COOTBETCTBYET 3a5IBJICHHOMY.

be3onacHOCTL NMEPCOHAJIBHBIX JAHHBIX — COCTOSIHHE 3alUIIEHHOCTH IEpPCO-
HaJbHBIX JAHHBIX, XapaKTePU3yeMO€ CIHOCOOHOCTBIO TMOJIb30BaTENICH, TEXHUYECKHX
CpPelICTB M HMH(POPMAIMOHHBIX TEXHOJOTMH oOecneunTh KOH(QUIECHIUATBHOCTD, IlIe-
JIOCTHOCTh M JOCTYIHOCTH IEPCOHAJBHBIX JAHHBIX MpU HX 00paboTke B HHPOpMa-
LIUOHHBIX CUCTEMAX IEPCOHAIBHBIX JaHHBIX.

buomerpuuyeckue NePCOHAIbHbIEC JaHHbIE —  CBEJICHUI, KOTOpBbIE
XapaKTepU3yoT (U3NOJIIOTMUECKNE OCOOEHHOCTH 4YEJIOBEKa U Ha OCHOBE KOTOPBIX
MO>XHO YCTaHOBHUTH €ro JIMYHOCTh, BKIIIOUas (ororpaduu, OTHEUYATKH MajblEB, 00pa3
CETUaTKH IJ1a3a, 0COOEHHOCTH CTPOEHUS Tella U APYTYIO MOA00HYI0 HH(OpMALIHIO.

biokupoBaHne mnepcoHATBHBIX JAaHHBIX — BPEMEHHOE IMpeKpalieHue coopa,
CHUCTEMaTU3alMY, HAKOIUICHUS, WCIOJIb30BaHUs, pPACIPOCTPAHEHHUs, IEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX NIEpEIayu.

Bupyc (KoMnbOTepHBI, NIPOrPAMMHBII) — UCIIOJIHIEMBIN MTPOTPAMMHBIN KOJ
WIM HUHTEpPHpETUpYeMblii HAa0Op MHCTPYKIMM, oO0najaromuii CBOWCTBAMH  HE-
CaHKLIIMOHUPOBAHHOI'O  pacIpoCTpaHeHuss M camoBocnpousBeneHusd. Co3naHHbIE
AyOJIMKAaThl KOMIIBIOTEPHOIO BHpYyca HE BCErJa COBNAJAIOT C OPUTHMHAIOM, HO CO-
XPaHsIOT CIIOCOOHOCTD K JaJIbHEHIIEMY pAaCIPOCTPAHEHHUIO U CAMOBOCIIPOU3BEICHHUIO.

BpeaonocHasi nporpamma — nporpamMmma, rpegHa3Ha4eHHast 1JIs1 OCYILECTBIICHUS
HECAaHKIIMOHUPOBAHHOTO JOCTyNa U (UJM) BO3JECUCTBUS Ha MEPCOHAJIbHBIE TaHHbIE WU
pecypchl HHPOPMAITMOHHON CUCTEMbI IEPCOHATBHBIX TAHHBIX.

BenomoraresibHbIe TEXHHMYECKHE CPEACTBA M CHCTEMBI — TEXHUYECKUE CPEX-
CTBA U CHCTEMbI, HE TMpeJHa3HAYEHHbIC I Mepeaadd, oOpabOTKM M XpaHEHUs
[IEPCOHAJIBHBIX JaHHBIX, YCTAHABIMBAEMBIE COBMECTHO C TEXHUYECKUMHU CPEICTBAMU U
CUCTEMaMH, TpeHAa3HAYCHHBIMU i1 OOpaOOTKM TNEepCOHANBHBIX JAHHBIX WIM B
MOMEILEHUSAX, B KOTOPBIX YCTAHOBJIEHBbI HMH(OPMALMOHHBIE CHUCTEMBI IEPCOHATBHBIX
JQHHBIX.

JlocTynn B ONEPAllMOHHYI0 cpely KOMIbIOTepa (MHGPOPMANMOHHON CHCTEMbI
NEePCOHAJIBHBIX JAHHBIX) — ITOJIYYEHUE BO3MOKHOCTH 3aIlyCKa HA BBITOJIHEHUE IITATHBIX
KOMaHJ, (YHKIMH, TPOLEAYp ONEPAlMOHHOM CHCTEMbl (YHUUYTOXKEHUS, KOIMUPOBAHMS,
MEPEMEILEHHUS U T.I1.), UCTIONHSAEMBbIX (PaiiiIoB MPUKIIATHBIX IPOrPAMM.



Joctyn kK uHGOpMAUMU — BO3MOXHOCTh IOMyYeHUs] WH(OpPMAIMM U €€ WC-
MOJTb30BaHUSI.

3ak/aiouHOe YCTPOMCTBO — BJIEMEHT CpPEACTBA CheMa WH(OpMAIMK, CKPHITHO
BHE/IPSIEMBIi (3aKI1a/IbIBAEMBIi MM BHOCUMEIN) B MECTa BO3MOXKHOTO cheMa MH(popMarmu (B
TOM 4YHCIIE B OrpaxICHHE, KOHCTPYKIMIO, 0OOpyIOBaHHWE, TIpeIMEThl HMHTEphepa,
TPaHCTIOPTHBIE CPEICTBA, a Takke B TEXHWYECKHE CPEICTBA M CHCTEMBI 00paOOTKH
uHpopMaImm).

3amumaemass uHdopMmamusi — wuHOpMAIMS, SBISIOMIASACS TPEIAMETOM COO-
CTBEHHOCTH M TIOIJIS)KAINAs 3aIlIUTe B COOTBETCTBUU C TPEOOBAHUSAMH MPABOBBIX IOKYMEHTOB
WM TPeOOBaHMSIMH, YCTAHABIMBAEMBIMU COOCTBEHHUKOM UH(POPMAITUH.

NnaenTudukamus — IpICBOSHNE CYOBEKTaM U 00BEKTaM J0CTyTIa WAeHTU(UKaTopa 1
(um) cpaBHEHHE TIPEIBSABISIEMOr0 HACHTU(PHKATOpA C TEpEYHEM IPUCBOCHHBIX
UJIEHTU(PUKATOPOB.

NupopMaTUBHBIA CHUIHAJ — DJJIEKTPUYECKUE CHUTHAIBL, AKYCTUYECKHUE, DJICK-
TPOMAarHUTHBIE U Ipyrye (PU3NYecKre TOJs, M0 MapamMeTpaM KOTOPBIX MOKET OBITh PAaCKpHITa
koH(puaeHImManbHass ~ uHMoOpMarusa  (MEpCOHAIBHBIE  JIaHHbIE)  oOpalaThiBacMmas B
MH()OPMAITMOHHOHN CHCTEME MEPCOHATIBHBIX JaHHBIX.

Nudopmanmonnass  cucreMa  nepcoHaNbHbIX  JaHHbIXx  (MCILIH) —
nHGOpPMAIIMOHHAS CHUCTEMa, TPEACTABIAIONIas CO00M COBOKYIMHOCTH MEPCOHATBHBIX
JTaHHBIX, CONEpKaIINXcsi B 0a3e NMaHHBIX, a TaKkke MH()OPMAIMOHHBIX TEXHOJOTHU U
TEXHUYECKUX CPEJICTB, TIO3BOJSIONINX OCYIIECTBIATh 00Pa0OTKY TAaKHUX MEPCOHATBHBIX
JaHHBIX C HCIIOJIb30BAHMEM CPEACTB aBTOMATH3allMK WM 0€3 MCIOJIh30BaHUS TaKUX
CPEJICTB.

NudopmanuoHHbie TEXHOJIOTHH — TPOIECCHI, METOBI TIOMCKA, cOOpa, XpaHEHMS,
00paboTKH, MPETOCTABICHHS, PACIIPOCTPaHEHUST MH(OPMAIIMU U CHOCOOBI OCYIIECTBICHUS
TaKUX MPOIIECCOB U METOIOB.

Hcnosb3oBaHNe MNEPCOHANBHBIX JAAaHHBIX — JIeHCTBUS  (omepammu) C
MEPCOHAIBHBIMH JTaHHBIMH, COBEPIIAEMBIC ONEPATOPOM B IENAX NMPHUHATHS PEIICHUN
WIA COBEPIICHUS WHBIX ICHCTBHUMA, TMOPOXKIAIOMINX FOPUIUYECKHE MOCIEACTBHS B
OTHOIIICHUHU CYOBEKTa MEePCOHATBHBIX JaHHBIX WU JPYTUX JIAI JIMOO MHBIM 00pa3oM
3aTparvBaoIIUX MpaBa U CBOOOIbI CYOBEKTa MEPCOHATBHBIX JAHHBIX WU APYTUX JUIL.

HcTouHuKk yrpo3sl 0e3omacHOCTH HH@OpMamum — CyOBEKT IOCTyNa, MaTe-
pUATTBHBIN 00BEKT WIH (PU3MUECKOE SIBIICHHE, SIBIISTFOIINECS PUYMHON BOZHUKHOBEHHSI YTPO3bI
6e3omacHoCTU UH(OpMAIUK.

KonTposaupyemasi 30Ha — TPOCTPaHCTBO (TEPPHUTOpHS, 3IaHUE, YacCTh 3IaHW,
MIOMEIIICHKE), B KOTOPOM HCKITFOUYCHO HEKOHTPOIMPYEMOe MpeObIBaHNE MOCTOPOHHUX JIMIL, a
TaK)Ke TPAHCIIOPTHBIX, TEXHUYECKUX M HHBIX MaTepHaIbHBIX CPEJICTB.

KonpuaeHunaabHOCTh NMEPCOHAIBHBIX JAHHBIX — 00s3aTeNbHOE IS COOIIO-
JICHHUSI OTEPaTOpOM WM WHBIM TMONYYHMBIIAM JIOCTYIl K TIEPCOHATBGHBIM JIAHHBIM JIAIIOM
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TpeOOBaHHE HE JOMyCKaTb WX pacHpocTpaHeHHe Oe3 corsiacus CcyObeKTa MepCOHATbHBIX
JTAHHBIX WM HAJTMYMSI THOTO 3aKOHHOT'O OCHOBAHMSI.

MeskceTeBOi JIKpPaH — JOKAIbHOE (OTHOKOMIIOHEHTHOE) WM (PYHKIIMOHAIBHO-
pacrnpesieieHHOe — MporpaMMHOE  (IPOrpaMMHO-ANIapaTHOE)  CPEACTBO  (KOMILIEKC),
peau3yroliee KOHTpOoJiIb 3a MH(pOpMAIMel, mocTymnaroneld B WHPOPMALMOHHYIO CHUCTEMY
TIEPCOHATBHBIX JTAHHBIX U (MJIH) BBIXOAAIICH N3 MHOOPMAITMOHHOM CHCTEMBI.

HapymuTtens 0e30MacHOCTH NEPCOHAJBHBIX JAAHHBIX — (QU3MYECKOE JIHIIO,
CIIy4ailHO WM TpeJHaMEPEHHO COBEPIIAIOIIEE JICUCTBUS, CIIECTBUEM KOTOPBIX SBISETCS
HapyIlieHue Oe30MacHOCTH TePCOHAIBHBIX JAHHBIX TIPU HMX OOpabOTKE TEXHUYECKUMHU
Cpe/icTBaMy B MH(POPMAITUOHHBIX CUCTEMAaX TIEPCOHATIBHBIX IAHHBIX.

HeaBTomMaTu3upoBanHasi o0pa0doTka NepPCOHAJBHBIX JaHHBIX — 00paboTKa
MePCOHAIBHBIX JaHHBIX, COJIEPKAITUXCS B MHPOPMAIMOHHON CHCTEME MEPCOHATBHBIX
JAHHBIX JIUOO W3BJICYCHHBIX M3 TAaKOW CHUCTEMbI, CUUTAETCS OCYIIECTBICHHON 0e€3
WCIIOIB30BaHUsI CPEJICTB aBTOMAaTH3alluK (HEAaBTOMATU3UPOBAHHOM), €CIHU TaKHe
JNEUCTBHSI C  TMEPCOHANbHBIMU  JAHHBIMHM, KaK HCIIOJb30BaHUE, YTOYHEHHUE,
pacrpocTpaHeHUEe, YHUUTOKEHHUE TEPCOHATBHBIX JaHHBIX B OTHOIIEHUM KaXKJOTO W3
CyOBEKTOB MEPCOHATIBHBIX JAHHBIX, OCYIIECTRIISIIOTCS MIPU HETIOCPEICTBEHHOM Y4acTUU
YeJioBeKa.

HenexyiiapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAIBHBIE BOBMOXKHOCTH CPEJICTB
BBIUKCIIUTEIIHHOM TEXHWKHM, HE OIMCAHHBIE WM HE COOTBETCTBYIOIIME OMHCAHHBIM B
JIOKyMEHTAIIWH, npu WCIOJIb30BaHUU KOTOPBIX BO3MOXKHO HapyIIeHUe
KOH(UIEHIIMATBHOCTH, JOCTYITHOCTH WU LIETOCTHOCTH 00padaThiBaeMoi HH(POPMAIIHH.

HecaHKUMOHUPOBAHHBIN 10CTYN (HECAHKUMOHUPOBAHHbIE JeiCTBHSA) — J0C-
Tyl K UHGOPMAIUY WU JEUCTBUS ¢ MH(OpMAaIMel, HapyIIalolye MMpaBuia pa3srpaHuICHUs
JIOCTyIIa C HCTOJIB30BAaHMEM INTATHBIX CPEJCTB, MPEIOCTABISIEMbIX HHGOPMAIMOHHBIMU
CHUCTEMaMU TIEPCOHANTBHBIX JAHHBIX.

Hocureans uHdopMammn — Gu3MUecKoe JMIO WIKM MaTepUalibHbIi OOBEKT, B TOM
yuciie (PU3MYECKoe 1oJie, B KOTOPOM MH(OpMALIUST HAXOIUT CBOE OTPAKEHHE B BUIIE CUMBOJIOB,
00pa3oB, CUTHAJIOB, TEXHUYECKUX PEIICHUN U TPOIIECCOB, KOIMYECTBEHHBIX XapaKTePUCTHK
(U3UYECKUX BEJIMYHH.

O6e3nunBaHue MEPCOHAIbHBIX JAHHBIX — JEHUCTBUS, B pe3yJIbTaTe KOTOPBIX
HEBO3MOXXHO OIPEACTUTh TMPUHAIIEIKHOCTh IEPCOHATBHBIX JaHHBIX KOHKPETHOMY
CyOBEKTY EPCOHAIBHBIX JAHHBIX.

O0padoTka nmepcoHANBHBIX JAHHBIX — JCUCTBUS (OMEpalyu) ¢ MEPCOHATBHBIMU
JAaHHBIMHU, BKJIIOYas CcOOp, CHUCTeMaTH3allMiO, HAKOIUICHWe, XpaHEHHWe, YTOYHEHUE
(oOHOBJIEHME, M3MEHEHHUE), HMCIOJIb30BAHME, PACIPOCTPAHEHHE (B TOM YHMCIE Tepenady),
o0e3nuurBaHue, OJIOKUPOBAHUE, YHUUTOXKEHUE TIEPCOHATIBHBIX TAHHBIX.

OO0uen0CcTYIHBbIE NMEPCOHAJIbHBIE JaHHbIE — TIEPCOHANBHBIC JTaHHBIC, TOCTY
HEOTPAaHUYECHHOTO Kpyra JHI[ K KOTOPBIM TMPEJOCTaBIE€H C corjacusi CyObeKTa
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MEPCOHABHBIX JaHHBIX WK Ha KOTOPBIE B COOTBETCTBUU C (elepabHBIMU 3aKOHAMH
HE paclpocTpaHseTcs: TpeOoBaHUe COOMOIeHUS KOHPUICHIINATHHOCTH.

Omnepatop (mepcoHaIBHBIX JAAHHBIX) — rOCyIapCTBEHHBIM Opras,
MYHHUIIMTIAJIBHBIA OpraH, OPUAMYECKOe WM (PU3MYECKOE JIMIO0, OpraHu3ylomee U (WiIH)
OCYIIIECTBIISIIONIEE 00pabOTKY MEpCOHATBHBIX JAaHHBIX, a TAKKEe ONPEACIHIIONINE LETH U
coziepykaHue 00pabOTKU MEPCOHATBHBIX TaHHBIX.

Texunueckue cpeacrsa HHPOPMALMOHHOM CUCTEMBI IEPCOHATBHBIX
JAAHHBIX — CpPEICTBA BBIYHUCIUTEIIHHOW TEXHHWKH, HWH(POPMAIMOHHO-BBIUHCIUTETHHBIC
KOMIUIEKCHI U CeTH, CPEJICTBA U CUCTEMBI Iepeaun, npruema u oopadotku I1/1H (cpenctsa u
CHCTEMbI ~ 3BYKO3AaITMCH, 3BYKOYCHJICHHS, 3BYKOBOCIPOM3BEICHHUS, TIEPETOBOPHBIE U
TEJICBU3UOHHBIE YCTPOICTBA, CPE/ICTBA M3TOTOBIICHNS, TUPAKUPOBAHKS JOKYMEHTOB U IPYTHE
TEXHUYECKUE CpeICTBa 00pabOTKM peueBOM, rpaduyueckoil, BUICO- U OyKBEHHO-IM(MPOBOM
uH(OpPMAIUK), TPOrpaMMHBIE CPEICTBA (ONEPAIMOHHBIE CHUCTEMBI, CHCTEMbI YIPABICHUS
0a3aMu TaHHBIX U T.IL.), CPEJCTBA 3aIUTHI HHPOPMAIMH, TIPUMEHSEMbIE B MH()OPMAITMOHHBIX
CHCTEMaX.

IMepexBaT (uH(poOpMaANMU) — HEMIPABOMEPHOE MONTYYCHHE HH(DOPMAIMH C HC-
MOJIb30BAaHUEM TEXHHUYECKOTO CPE/ICTBA, OCYIIECTBISIIOIIETO OOHApYXKECHHE, MPUEM U
00paboTKy HH()OPMATUBHBIX CUTHAJIOB.

IlepconajibHuble AaHHbIE — JTI00ass MHPOPMAIHS, OTHOCSIIASACS K OIpPEIeIICH-
HOMY WJIM OIpEIeIIeMOMY Ha OCHOBaHMHM TakoW HWH(pOpManuu (U3HUECKOMY JHILY
(cyOBeKTy mepcoHaIbHBIX JAaHHBIX), B TOM YHCIE €ro (aMuwins, UMs, OTYECTBO, TOJ,
MecsIl, JlaTa W MECTO POXKIEHHUs, aJpec, CeMeiHOe, COLMATbHOE, WMYIIECTBEHHOE
MOJIO’KEHUE, 00pa3oBaHue, MPodeccus, T0XOAbI, Ipyras HHPOpMAaIIHs.

IToGouHbIe JIeKTPOMArHUTHDbIE W3JIy4YeHHSI H HABOJAKHU — DJICKTPOMArHUTHBIC
U3IYYCHHUS] TEXHHYECKUX CPEACTB OOpadOTKM 3amuiaeMoil WHQOpMaluu, BO3HU-
KalIue Kak MOOOYHOE SIBICHHWE W BBI3BAHHBIC JJICKTPUUYCCKUMHU CUTHAIAMH, ACH-
CTBYIOIIUMHU B HX DJEKTPHYECKUX M MAarHUTHBIX IEMNAX, a TaKKe DJIEKTPOMATHUTHBIC
HABOJIKH STUX CUTHAJIOB HA TOKOIPOBOISAIINE TUHUH, KOHCTPYKIIUU U TICTIH MATaHUS.

I[MoanTHKAa «YHCTOTO CTOJA» — KOMIUIEKC OPTaHHM3AIlMOHHBIX MEPONPUATHH,
KOHTPOJIUPYIOIINX OTCYTCTBHE 3alMCHIBAaHUS Ha OyMaXHbIE HOCHTENIH KIIOUeH W
aTpuOyTOB JocTyna (maposei) u XpaHeHus: uX BOJIU3H 00OBEKTOB JOCTYIIA.

IMoab30BaTe/ b HHPOPMANMOHHON CHCTEMBI MEPCOHAIBHBIX JTAHHBIX — JIHIIO,
ydacTByromiee B (YHKIIMOHUPOBAHUU HWH(POPMAIIMOHHOW CHUCTEMBl MEPCOHATBHBIX
JaHHBIX WIH UCTIONIB3YIOIIEe Pe3yIbTaThl €€ (PYHKIIMOHUPOBAHUSI.

IIpaBuna pa3rpaHnyeHusi JOCTYNAa — COBOKYIHOCTH MPaBWI, PETIaMEHTHU-
PYIOIIUX MpaBa J0CTyIa CyOBEKTOB IOCTyIA K 00BEKTaM JOCTYTIA.

IIporpammuasi 3akJjagka — KOJ MPOTpaMMBbl, MpPEIHAMEPEHHO BHECCHHBIA B
nporpaMMy ¢ LEJIbI0 OCYIIECTBUTH YTEUKY, W3MEHUTh, OJOKHPOBATh, YHHUTOKHUTH
UHOOPMAIMIO WM YHUYTOXKUTh W MOIU(MDHUIMPOBATH MPOTPaMMHOE OOecredeHHe



MH(OPMAIMOHHON CUCTEMBI MEPCOHANBHBIX JAHHBIX U (UJIM) OJIOKMPOBATH aNlmnapaTHbIE
CpEACTBA.

IIporpamMHoe (MPOrpaMMHO-MAaTeMaTH4YeCKOe) BO3JAeMCTBHE — HECAHKI[UO-
HUPOBAHHOE BO3JCHCTBME HA pPECypChl aBTOMATHU3UPOBAHHOM HH(POPMALIMOHHON
CUCTEMBI, OCYLIECTBIISIEMOE C UCIIOIb30BAHUEM BPEJOHOCHBIX IPOTPAMM.

PackpbpiTHe MEpPCOHAJNIBHBIX [JAaHHBIX — YMBIIUICHHOE WIH Clly4ailHOe
HapylieHue KOH(UIESHIMATbHOCTH MEPCOHATBHBIX TAHHbBIX.

PacnpocTrpaHenne mnepcoOHAJIBHBIX JAHHBIX — JCHCTBUS, HAIpaBJICHHBIE Ha
nepeiadyy  NEPCOHANBHBIX  JIAHHBIX  ONpeNeNieHHOMY  Kpyry Jjui —(mepenaya
NEPCOHANBHBIX JIaHHBIX) WM Ha O3HAaKOMJIEHHWE C MEepPCOHAIBHBIMU JAaHHBIMU
HEOTPAaHMYEHHOI'0 Kpyra JIMI, B TOM 4YHciie 0OHapOJAOBaHHE NMEPCOHAIBHBIX NAHHBIX B
CpelncTBax  MaccoBo  uHpOpmanuwu, pasMelnieHue B MHGOPMAIMOHHO-
TE€JIEKOMMYHUKAIIMOHHBIX CETAX WM NPEAOCTABICHUE JOCTyNa K IEPCOHAIBHBIM
JaHHBIM KaKUM-JTUOO MHBIM CIIOCOOOM.

Pecypc uH(pOpMALMOHHON CHCTEMbI — WMEHOBAHHBIA JJIEMEHT CHCTEMHOIO,
MPUKIAJHOTO WM almapaTHOro odecrneyeHus (YyHKIUOHUPOBAHUS HH(POPMAIIMOHHOM
CHCTEMBI.

CneunmnanbHble KATErOPMH MEPCOHATBHBIX JAHHBIX — NIEPCOHAIBHBIE JaHHBIE,
Kacarolluecsi pacoBOM, HAIMOHAIBHOM MPUHAIJIEHKHOCTH, IMOJUTUYECKUX B3TIISIOB,
PENUTruO3HbIX UK (HUIocoPckux yoexAeHUM, COCTOSTHUS 310POBbSl U UHTUMHOM KU3HU
CyOBbEKTa MepCOHANbHBIX JIAHHBIX.

CpeacrBa BBIYMCIMTEIBHOW TEXHMKH — COBOKYITHOCTh IPOTPAMMHBIX U TEX-
HUYECKUX DJIEMEHTOB CHCTEM OOpaOOTKM JIaHHBIX, CHOCOOHBIX (DYHKIIMOHHUPOBATH
CaMOCTOSITEJIbHO WM B COCTaBE IPYTUX CUCTEM.

Cy0obekT mocrynma (Cy0beKT)— JIMIO WIM IPOLECC, ACUCTBUS KOTOPOrO per-
JTAMEHTHUPYIOTCS IpaBUJIaMH pa3rpaHUYCHHS JOCTYIIA.

Texunyeckuil KaHaJ yTeYKH HWH(POPMALMU — COBOKYIIHOCTb HOCUTEIN WH-
dopmaruu (cpencrsa 00pabOTKH), (HU3UUECKON Cpeibl pactpoCTpaHeHuss HH(HOPMATHUBHOTO
CUTHAaJIa ¥ CPECTB, KOTOPHIMU JTOOBIBACTCS 3allUIliaeMast HH(OpMaIus.

TpancrpanuyHas  mepeaadya  NEPCOHAJBHBIX  JaHHBIX —  Iepeaada
MIEPCOHANBHBIX JAHHBIX ONEpaToOpoM uepe3 l'ocymapcTBeHHyr0 rpanully Poccuiickoi
@denepaid  OpraHy BIACTU HMHOCTPAHHOTO TOCYyJIapcTBa, (U3MYECKOMY WM
IOpPUINYECKOMY JIMIY MHOCTPAHHOT'O FOCY/1apCTBa.

Yrpo3pl 0e30macHOCTH NMEPCOHAJBHBIX JAHHBIX — COBOKYNHOCTb YCIIOBUM H
(axkTopoB, CO3MAIOIIMX OMNACHOCTh HECAHKIMOHMPOBAHHOIO, B TOM 4YHCJE CIIy4allHOTrO,
JOCTyNa K TEPCOHAIBHBIM JIAaHHBIM, PE3YJBTATOM KOTOPOrO MOXKET CTaTh YHHUYTO)KEHHE,
W3MEHEHUE, OJIOKMPOBAaHHE, KOIMMPOBAHUE, PACHPOCTPAHEHUE MEPCOHANBHBIX JAHHBIX, a
TaK)KE€ HMHBIX HECAHKIMOHUPOBAHHBIX JEUCTBUI mpu uX 00paboTke B MH(POPMALMOHHOM
CHCTEME NEPCOHAIBHBIX JAHHBIX.
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YHHMYTOXKEHNE TEePCOHAJbHBIX JAHHBIX — JICHCTBUSA, B PE3YJbTare KOTOPBIX
HEBO3MOXKHO BOCCTAaHOBHUTH COJEP)KAaHWE TMEPCOHAIBHBIX JAaHHBIX B HH(POPMAIMOHHOW
CHCTEME MEPCOHAIIBHBIX JAHHBIX WM B PE3YJIbTATe KOTOPHIX YHUUTOXKAKOTCS MAaTEpUAIIbHBIC
HOCUTEIN NEPCOHAIBHBIX JAHHBIX.

Yreuka (3amuinaemoi) nHpopManmum no TEXHUYECKHMM KaHAJaM — HEKOH-
TPOJIUPYEMOE PaCIIPOCTPAHEHHE UH(POPMALIMK OT HOCHUTEJIS 3allMIaeMoi nH(popMalu yepes
bu3MyecKkyr0 cpely 10 TEXHHYECKOr0  CpENCTBA,  OCYIIECTBISIOUIETO  IepexBaT
uHpopMaIu.

YAa3BUMOCTD — CJIa00CTh B CPEJCTBAX 3aIUTHI, KOTOPYIO MOXHO HCIOJIB30BATh IS
HapyIIEHHs CUCTEMbI WM COJepIKalLeiics: B Hel MHpOpMaIHK.

HenocTHocTh MHGOPMAUM — CIIOCOOHOCTh CPEACTBA BBIUMCIMTENILHOW TEXHUKU
WM aBTOMATU3UPOBAHHON CHUCTEMbI 00ECTIeUMBATh HEM3MEHHOCTh MH(POPMAIIMKU B YCIIOBUSIX
CITy4aifHOTO W/WJIY MPEAHAMEPEHHOTO UCKAKEHUS (Pa3pyILEHUs ).
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OBO3HAYEHUA U COKPAILEHUA

ABC — aHTUBHpYCHBIE CPEACTBA

APM — aBTOMaTH31pOBaHHOE paboyee MECTO

BTCC — BcrioMoratesbHble TEXHUYECKHE CPEACTBA U CUCTEMBI
NCIIIH — uHpOpMaIMOHHAS CUCTEMA MEPCOHAIBHBIX TAHHBIX
K3 — konTpommpyemas 30Ha

JIBC — nokanbHas BEIYMCIIMTENbHAS CETh

MO —vekecteBoHKpat

HC/I — HecaHKIIMOHUPOBaHHBIN JOCTYI

OC — oniepaliioHHas cucTemMa

I1/1H — nepcoHaNbHbIE TAaHHBIE

IIMB — nnporpaMMHO-MaTeMaTHYECKOE BO3/ICHCTBUE

[10 — nporpammHoe o0ecrieueHue

[I3MUH — no6ounble 3eKTpOMar HUTHbIE U3Ty4eHHUs U HABOJIKU
CA3 — cucrema aHann3a 3alIUIICHHOCTH

C3U — cpenctBa 3amuThl HHOOpMALIUH

C3I1dH — cuctema (moacucTemMa) 3aliiuThl IEPCOHATBHBIX JaHHBIX
COB — cucrema 00Hapy>KeHUS BTOP)KEHUIN

TKYU — TexHuueckue kaHaibl yTeUkd HHOpMaIn

VYBIIJIH — yrpo3sl 6€30MacHOCTH IEPCOHATBHBIX JAHHBIX
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BBEAEHUE

Hacrosimas Konnenimus onpezenseT OCHOBHBIE LEIN U 33/1a4H, a TaKkKe OOIIYI0
CTpAaTErui0 TMOCTPOEHUSI CUCTEMbl 3alUThl nNepcoHaldbHbIX AaHHBIX (C3IIdH)
rOCy/IapCTBEHHOT'O0  Ka3eHHOro yupexzaeHuss Bnagumupckoit obnactu «Otnen
COLIMAJIbHOM  3amuThl HacejaeHuss 1o ropoay ['ycb-XpyctaibHomy u  I'ych-
XpyctansHomy paiiony» (I'KY OC3H). Konuenius onpeaensieT o0CHOBHbIE TpeOOBaHUS
u 0a3oBble MOAXOAbl K HMX pealu3alu, ISl JOCTHXKEHUS TpeOyeMoro YpOBHS
6e3omacHoCTU UH(pOpMAIUK.

Konuenuus pa3pabotaHa B COOTBETCTBUM C CHUCTEMHBIM TOJAXOJIOM K
oOecrieueHn0 UHPOpMaLUOHHON Oe3onacHocTU. CHUCTEMHBIM MOJAXOJ MpeArnojaraeT
MPOBEJICHUE KOMIUIEKCa MEpPONpPUSATUM, BKIIOYAIONIMX  HUCCJEJIOBaHHE  yrpo3
nH(pOpMaIMOHHONW 0e30MacHOCTU U pa3palboTKy cuctembl 3auuThl [1/IH, ¢ mo3unuu
KOMIUJIEKCHOTO TMPUMEHEHUs TEXHUYECKUX M OpPraHu3alMOHHBIX MEpP M CPEICTB
3aIUTHI.

[lon wunHpopManronHoit Oe3zonacHocThi0 IIJ[H TNOHMMaeTcs 3alUIIEHHOCTH
MEPCOHANBHBIX JaHHBIX U oOpalaTeiBaroled WX MHPPACTPYKTYpPhl OT JHOOBIX
CIIy4ailHBIX WJIM 3JTOHAMEPEHHBIX BO3ACHCTBUM, pe3yJIbTaTOM KOTOPBIX MOKET SIBUTHCS
HaHeceHue Yymiepba camoil uHbpopmaiuu, ee Biaaenbiam (cyobektam I[IJIH) wnm
uHppacTpykType. 3agaun HHGOPMAILIMOHHONW 0€30MaCHOCTH CBOJAATCS K MUHHUMHU3AIUU
yiepba OT BO3MOXKHOM peanuszanuu yrpo3 OeszonmacHoctu I[IIH, a Takke K
MIPOTHO3UPOBAHUIO U MTPEIOTBPAIICHUIO TAKUX BO3IEHCTBUIA.

KoHuenuus ciyXuT OCHOBOM uisi pa3pabOTKH KOMILJIEKCa OpraHU3allMOHHBIX U
TEXHUYECKUX Mep o obecneyeHuto mHpopmanuonnoi 6ezonacHoct I'KY OC3H, a
TaK)X€ HOPMATUBHBIX U METOJAMYECKUX TOKYMEHTOB, 00ECIIEYNBAIOIINX €€ Pean3aluio,
U HE Ipernoiaraet noAMeHbl PyHKIMI rocy1apCTBEHHBIX OPraHoOB BiacTu Poccuiickoit
@denepanuy, OTBEUYAKOIIUX 3a o0ecreyeHue O€30MacHOCTH  MH(POPMALMOHHBIX
TEXHOJIOTUN U 3aIUTY UH(POPMALIHH.

Konnenmus sBiseTcss METOIOIOTMYECKON OCHOBOM IS :

- GbOopMHpOBaHUSI W TPOBEACHHS] €IUHOM TOJUTUKH B 00JacTH OOecredeHHs
oe3omacuoctu [1/1a B UCIT[Qua I'KY OC3H;

- IPUHSTHS YOPABICHYECKUX pEUICHUNW M pa3pabOTKU MPaKTUUYECKUX MeEp IO
BOIUIOUIECHUIO MOJUTUKHU Oe3omacHOCTH I1JIH 1 BBIpaOOTKM KOMIUIEKCA COTJIACOBAHHBIX
Mep HOPMaTHUBHO-NPABOBOI0, TEXHOJIOTMYECKOTO M OPraHU3alMOHHO-TEXHUYECKOTO
XapakTepa, HANpaBJICHHBIX Ha BBISBICHHE, OTPAXKEHWE WM JMKBHJALMIO MOCIEICTBUI
peanu3anuu pa3InuHbIX BUAOB yrpo3 I1/1H;
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- KOOpIMHAIMU JAESATEIbHOCTU CTPYKTYypHBbIX mnonpasaeneauiit I'KY OC3H npu
npoBeZieHnd paboT 1o pazputuio u dkcmnyatauuu HCII[H ¢ cobmoaeHuem
TpeboBanuii ooecreuenus 6e3onacHoctu [1/1H;

- pa3palboTKu MPeAI0KEHUH 1o COBEPIIEHCTBOBAHUIO IPaBOBOTO,
HOPMATHUBHOT'O, METOJUYECKOTO, TEXHUYECKOTO W OPraHM3allIOHHOIO OO0ECIeUYEeHHS
oe3onacuoctu I11n 8 UCIT[u I'KY OC3H.

[IpaBoBoii 6azoif s pazpaboTku Hacrtosmer Konnenuu cioyxaT TpeOOBaHUS
nedcTByromux B Poccun 3akoHOAATENbHBIX M HOPMATHBHBIX JTOKYMEHTOB IO
oOecreueHunto 6€30MacHOCTH nepcoHanbHbIX JaHHBIX ([1/IH).
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1 O01ue moJ1oKeHu s

Hacrosimas Konnenimus onpezensieT OCHOBHBIE LEIN U 33/1aUH, a TaKkKe OOIIYI0
CTpaTeTHIO0 TMOCTPOCHUSI CHUCTEMBI 3alllUThl TepcoHanbHbIX gaHHBIX (C3I1IH) T'KY
OC3H, B cootBerctBuu c¢ nepeunem HCII[n. Konuenmus ompenenser OCHOBHBIE
TpeOboBaHUsT M 0a30BbI€ MOAXOJbl K HUX peald3aluu, A JOCTHXKEHHUS TpeOyemMoro
ypOBHs1 6€30MacCHOCTH MHPOPMALIUH.

C3I1dn nmpeacTaBisieT coO0NH COBOKYNMHOCTh OPTaHU3ALMOHHBIX U TEXHUYECKUX
MeponpusaTuid ass 3auuThl [1J[H OT HempaBOMEPHOro WM CIYyYalHOTO JIOCTYTa K HUM,
YHUUTOXXEHUS, U3MEHEHUs, OJOKUPOBAaHMS, KOMUpOBaHUs, pacrpoctpaHenus I1/[x, a
TaK)K€ MHBIX HETPAaBOMEPHBIX ACHCTBUIN C HUMHU.

be3omacHOCTh NEpPCOHATIBHBIX JaHHBIX JOCTHTAETCAd NYTeM HCKIIOUECHHS
HECAHKIIMOHUPOBAHHOTO, B TOM UYHMCJIE CIIy4aifHOT0, IOCTYIa K MepCOHATBHBIM JIAHHBIM,
pE3yNbTaTOM KOTOPOTO MOKET CTaTh YHUYTOXKEHHE, HW3MEHEHHE, OJIOKMpOBaHUE,
KOIMPOBAaHWE, pacHpOCTpaHEHUE MEPCOHAIBHBIX JAHHBIX, a TaKKe HMHBIX
HECAaHKIIMOHUPOBAHHBIX ACHCTBUH.

Crtpyktypa, coctaB u ocHoBHble (yHkuuu C3IIJIH ompenensitorcs ucxons u3
kiacca UCII/Jn. C3II/IH BKIIFOYaeT OpraHU3alMOHHBIE MEPBl U TEXHUYECKUE CPEICTBA
3aluThl UHPOPMALMK (B TOM 4HKCie MHUPpOBaIbHbIE (KpUNTOrpaduuecKkue) cpeacTna,
CpelICTBA MPEIOTBPAIllCeHHs] HECAHKIIMOHUPOBAHHOTO JIOCTYIA, YTeUKH WH(OPMAIUH 10
TEXHUYECKUM KaHajaMm, IpPOrpaMMHO-TEXHUYECKUX BO3JACHCTBUN HAa TEXHUYECKUE
cpenctBa oOpabotku I1JIH), a Takke HCHOJb3yeMble B WH(GOPMAIIMOHHOW CHUCTEME
MH(OPMAIMOHHBIE TEXHOJIOTHH.

OTu Mephbl IPU3BaHbl 00ECTICUUTD:

- KOHQUIEHUMATBHOCTL HHPOPMALMKM (3alIUTa OT HECAHKUIHMOHUPOBAHHOIO
03HAKOMJICHHUS );

- HEeJIOCTHOCTHL  HHpopMauuu  (aKTyaldbHOCTb M HENPOTUBOPEUYHUBOCTD
uHdopMalMy, €€ 3allUMUIIEHHOCTh OT pa3pylleHus W HECaHKIIMOHWPOBAHHOTO
W3MEHEHHS);

- IOCTYNHOCTh MH(pOpMaK (BO3MOXHOCTh 3a MPUEMIIEMOE BpeMs MOJYUHUTh
TpeOdyemMyto HHPOPMAITMOHHYIO YCIIYTY).

Cramuu co3ganus C3I1JIH BKIIIOYaOT:

- IPEeANPOCKTHAs CTausl, BKIIOUatomas mpeanpoektaoe oocieqoranue UCIIIH,
pa3paboTKy TeXHUYECKOro 3aaanus Ha mpoektupoBanue C3I1/1H;

- ctagus npoektupoBanus u peanusanuu MCII[H, Brirodaromias pa3zpaboTKy
C3I1/In B coctaBe UCII/IH;
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- craaus BBoja B AerctBue C3II/IH, BKIIOHaromasi ONBITHYIO 3KCILUTyaTalldio U
MIPUEMO-CAATOUYHbIC HCIBITAHUS CPEACTB 3alUThl WH(OpMAIMKM, a TaKXKe OICHKY
cootBetcTBUs UCII/IH TpeGoBaHusiM 0e30macHOCTH UH(OPMAIIHH.

OpraHu3allMOHHBIE MEPBl MPEAYCMaTPUBAIOT CO3JaHUE M  MOJJEp>KaHUE
npaBoBoil 0a3pl OezomacHocTH IIJlH u pa3paborky (BBeaeHHEe B JeicTBUE)
npenycMoTpeHHbix  Ilomutukoir uHdpopmamnmonnon Oe3omacnoctu  ['KY OC3H
CIEAYIOLINUX OPTaHU3ALMOHHO-PACTIOPSAIUTEIBHBIX TOKYMEHTOB:

- [man_MeponpusaTuii mo obecreueHnio 3amuThl II/IlH mpu ux oO6paboTKe B
NCII/H;

- [liman MeponpUITHHA 10 KOHTPOJIIO o0ecneueHus 3amuThl 11/1H;

- IlopsagoK pe3epBUPOBAHUS M BOCCTAHOBJICHUS Da6OTOCHOCO6HOCTI/I TC u 11O,

0a3 paaaex U C3U;

- JIOJDKHOCTHAsI MHCTPYKIMS aAMHHMCTpATOpa I/ICHHH B_YacTHU 00ECICUECHHS

oe3onacuoctu I1/IH npu nx o6padorke B UCII/H;

- JIOJLKHOCTHASI MHCTPYKIMS aIMMHUCTPATOPA 0e30IMacHOCTH I/ICHHH,

- omxuocTtHags wuHCTpYKIMA moab3oBarenss HMCIIJIH B dyactu oOecrnieyeHus

oe3onacuoctu I1/IH npu nx o6padorke B UCII/H;

- UacTpyKuMs Ha cay4yall BO3BHUKHOBECHMS BHEIITATHOM CUTYAlluH,

TexHudeckre Mephbl 3alUTHl PEATU3YIOTCS TPH TMOMOIIM COOTBETCTBYIOIIUX
MPOTrPaMMHO-TEXHUYECKUX CPEJICTB U METOJOB 3aIIUTHI.

[lepeyeHb HEOOXOAUMBIX MeEp 3allUThl WH(OpMAIMK  OMNpeaeseTcs 0
pesynbratam aynauta UCIIIa I'KY OC3H.
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2 3agaum C3I1/1n

OcnoBHoit nenbto C3II[{H sBRAseTcs MUHUMU3ALMS yiiepda OT BO3MOXKHOM
peanuzanuu yrpo3 6ezomnacHoctu [1J1H.

Jlns mocTrkeHus ocHOBHOM 1ienu cuctema Oe3onacHoctu I1/In MCIIIa momxHa
oOecrneunBath 3 PEeKTUBHOE PellIeHHEe CASAYIOIINX 3a/1ay:

- 3al0UTy OT BMemarenabcTBa B mpouecc (GyHkuuonuposanus UWCIIIn
MOCTOPOHHMX JUIL (BO3MOXKHOCTb Hcnonb3oBaHusd AC U JOCTYI K €€ pecypcam JIOJKHbI
MMETh TOJIbKO 3apPETUCTPUPOBAHHBIE YCTAHOBIEHHBIM MOPSIKOM MOJIb30BATEINHN );

- pasrpaHUyYeHue JOCTYIa 3apETUCTPUPOBAHHBIX II0JIB30BATENIEH K allllapaTHBIM,
nporpaMmMHbIM 1 uHGopManoHHbIM pecypcam UCII/IH (BO3MOXKHOCTH 1OCTYyMA TOIBKO
K TEM pecypcaM U BBINOJHEHUS TOJIBKO TE€X ONepaluil ¢ HUMU, KOTOpble HEOOXOIUMBbI
KOHKpeTHbIM mojb3oBarensiM WCII[{H 11  BBINONHEHUS CBOMX  CIIYKEOHBIX
0053aHHOCTEI), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOTO JOCTYyIA!

a) k uapopmarmu, uupkyaupyromei B UCITH;

0) cpenctBam BeruucauTeabHoN TexHuku UCIIIH;

B) almapaTHbIM, MPOTPAMMHBIM M KPUNTOIPAPUUYECKUM CpPEICTBAM
3aIuThl, ucnoias3yeMmbiM B UCITIH;

- KOHTPOJb IEJIOCTHOCTH (0OecrneueHne HEU3MEHHOCTH) CpeAbl HCIOJHEHUS
IIPOIPAMM U €€ BOCCTAaHOBJICHUE B ClIy4ae HapyILLICHUs,

- 3alIUTy OT HECAHKIMOHUPOBAHHOW MOAM(PUKAIMH U KOHTPOJb LEIOCTHOCTH
ucnonb3yeMblx B MCIIJIH mporpaMMHBIX CpEICTB, a TaKKE 3allUTy CHUCTEMBI OT
BHEJPEHUS HECAHKLIMOHUPOBAHHBIX IIPOrPaAMM;

- 3amuty [IJIH OT yTeuku MO TEXHUYECKMM KaHallaM Ipu ee o0paboTke,
XPaHEHMHU U IIepelade [0 KaHAJIaM CBS3HU;

- 3amurty IIJlH, xpanumol, oOpabaThiBacMOW M IepelaBacMON IO KaHallam
CBSI3M, OT HECAHKLIMOHUPOBAHHOI'O PA3IJIALICHUS WM UCKAXKECHUS;

- o0ecreyeHue KUBYYECTH KPUMNTOIpaQUUECKUX CPEACTB 3allUThl MHPOPMALUH
IIpY KOMIIPOMETALMH YaCTH KIIFOYEBOU CUCTEMBI;

- CBOEBPEMEHHOE BBISIBIICHHE UCTOYHUKOB Yrpo3 Oe3omacHoctu I1/IH, mpuunH u
yCIIOBUM, CHOCOOCTBYIOIIMX HaHeceHuo yiepba cyobektam [IJ[H, co3nanue
MEeXaHH3Ma OMEepPaTUBHOTO pearupoBaHus Ha Yyrpo3sl 6e3onacHocT [1JIH 1 HeraTuBHBIE
TEH/ICHLINH;

- CO3/laHMe YCJIOBMM JUIsi MMUHUMHU3ALUA W JIOKAJIM3AallMM HAHOCHMOTO Yyiepoa
HEMPaBOMEPHBIMU JICUCTBUSMU (U3HYECKUX U IOPUAMYECKUX JIUI, OcJal0JeHue
HEraTUBHOTO BIMSHUS U JIMKBUJIALKSA MTOCIEACTBUI HapymeHus 6ezonacHoctu [1/1H.
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3 O0BEeKTHI 3alUTHI

3.1 Ilepeuyenb HHGPOPMANMOHHBIX CHCTEM

B T'KY OC3H npousBogutcsi o00paboTka NEpPCOHANbHBIX JaHHBIX B
MH(OPMAIIMOHHBIX cUcTeMax 00paboTku nepcoHanbHbiX JaHHBIX (UCII/IH).
Ilepeuenp HCII[IH ompenensiercs Ha OCHOBaHMM OTYETA O IPOBEICHUU

BHYTPEHHEH MPOBEPKHU.
3.2 IlepeyeHb 00bEKTOB 3AIIUTHI

OObexTaMu 3aluThl ABISAIOTCS — MH(popManus, oOpabatsiBaemas B MCIIH, u
TEXHUYECKHE CpejcTBa ee o0paboTKu M 3auuThl. [lepedyeHb mepcoHanbHBIX AaHHBIX,
noJJiexalux 3aumre, omnpeneneH B llepeduHe mepcoHanbHBIX AaHHBIX, MOJJIEKAIIUX
3amute B ICII/]. OOBEKTHI 3aIUThl BKIIOYAIOT:

1) OGpabaTbiBaemast HHGOPMALIHSL.

2) Texnonoruueckasi uHGoOpMaIus.

3) IlporpaMMHO-TEXHUYECKHUE CPEACTBA 0OPaOOTKH.

4) Cpenctna 3anutsl [1]1H.

5) Kanans! uapopmaimoHHOro oOMeHa 1 TeIEeKOMMYHUKAIIUH.

6) OOBEKTHI U IOMEILIEHUS, B KOTOPBIX pa3menieHbl KoMmnoHeHTsl UCIT/IH.
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4 Knaccupurkanusa nogas3osaresied UCIIn

[Tonb3oBatenem MCII[H siBnsiercs nauIo, ydacTByrollee B (PyHKIMOHUPOBAHUU
MH(OPMAIMOHHONW CUCTEMBI MEPCOHAIBHBIX NAHHBIX WJIM MCIOJB3YIOLIEE PE3yJbTaThl
ee ¢ynkunonupoBanus. Ilonp3zoBarenem UCII[AH siBusercs nmoboit cotpynuuk ['KY
OC3H, nmeromuit noctyn k UCII/IH u ee pecypcaMm B COOTBETCTBUU C YCTAHOBJIEHHBIM
MOPSAJIKOM, B COOTBETCTBUU C €ro (DYHKIHOHATIBHBIMHU 00S3aHHOCTSMH.

ITonw3oBarenu UCII/IH nenarcs Ha TpU OCHOBHBIE KATETOPHH:

1) Anmunuctpatop UCIIdn. Corpynnuku ['KY OC3H, kotopbie 3aHUMAarOTCS
HAaCTPOMKOW, BHEIPEHHEM M CONpoBOXkAeHUEM cuctembl. Anmunuctpatop WCII/IH
o0nazaer cleyoIuM YPOBHEM JOCTyNA:

obJyagaeT mojHOM MH(pOpPMAIMEe O CUCTEMHOM U MPUKJIATHOM MPOTPAaMMHOM
ob6ecnieuernnu UCII/IH;

obJyaaeT mojaHoM MHQpOpMaIMed 0 TEXHUUYECKUX CPEACTBAX W KOH(UTypaIuu
NCITdH;

MMEET JIOCTYI KO BCEM TEXHUYECKUM CpEICTBaM OOpaObOTKH HH(pOpMAIUU U
nanabiM UCIT/IH;

obOyamaer mpaBaMu KOH(MUTYPUPOBAHUS U AJIMHHUCTPATUBHOW HACTPOUKHU

texHnyeckux cpencts UCIIIH.

2) Ilporpammuct-pazpadbotunk  MWCIIJIn. Corpygauku I'KY OC3H wmm
CTOPOHHHMX OpraHM3alui, KOTOpPbIE 3aHUMAIOTCA Pa3pabOTKON MPOrpaMMHOTO
obecneuenusi. Pazpadorunk MUCII/In obnagaeT ciieyronuM ypoBHEM JOCTYyIA!

- obnamaer wuHpopManMed o0 anropuTMax M - OporpaMMax — 0OpabOTKH

unpopmanuu Ha UCII/IH;

- o0jazaeT  BO3MOXKHOCTSIMHM ~ BHECEHHUs  OIIMOOK, HeAEeKIapUpOBaHHBIX
BO3MOYKHOCTEM, MPOTPAMMHBIX 3aKIaJ0K, BpPEIOHOCHBIX IIPOrpaMM B
nporpammHoe obecniedenne MCII/In Ha cranuu ee pa3paOoTKH, BHEAPEHUS U
CONPOBOKICHHUS;

- MOJKET pacrojararb JOO0bIMH (pparMeHTaMd HUHGOPMAIMK O TOIMOJOTHU
UCIIlH u TexHuUyeckux cpeacrBax o0Opabotku u 3amutel  [1/1H,
obpabareiBaembix B MCII/IH.

3) Onepatop UCII[In. Cotpynuuku noapazaeneuuii ['KY OC3H yuactByrommx

B mporecce okcruryataruu WCIIu. Omneparop WCIIJIH oOnamaer cieayronmm
YPOBHEM J0CTYIIA:

- o0nagaeT BCEMU HEOOXOAMMBIMH aTpuOyTaMu (HampuMep, MapoJieM),
00ecreynBaoIUMU JOCTYT K HEKOTOpOoMY noaMHokecTBY [1/1H;

- pacnonaraet KOH(pHUICHINATbHBIMU JaHHBIMH, K KOTOPBIM UMEET JIOCTYII.
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Kateropuu mnosp3oBateneil MOJDKHBI OBITH omnpeneneHbl ais kaxmon WCIIIH.
JIOJDKHO OBITH YTOUHEHO pa3/iesiCHUE COTPYIHUKOB BHYTPHU KaTeTOPHil, B COOTBETCTBUU
C TUNAaMH TIOJIb30BaTeNiel ompeneiaeHHbiIMA B [lonmutnke wuHGOpPMAIMOHHON
0e30MacHOCTH.

Bce BbISBIECHHBIE TPYIIIHI MOJB30BATENEH OTpaxaroTcs B OTueTe 1o pe3yjbraTaM
BHYTpeHHEW mnpoBepku. Ha ocHoBanuu OTdeTa ompeAessiioTCa MpaBa JOCTyNa K
sanementaM MCIIJIH myis Bcex rpynn moJib3oBaTened u oTpaxarorcs B [lomoxkeHun o
pasrpaHUYEHUH MPaB JOCTYIa K 00padaThIBa€MbIM IEPCOHATLHBIM JJAHHBIM.
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5 OcHOBHBIEC NPUHUMIIBI IOCTPOCHHUS CHCTEMbI KOMILUICKCHOM 3aLIUThI
HH(popMaLHH

[Toctpoenue cuctemsl obecneuenus Oe3onacHoctu [1/Jn UCII[In I'KY OC3H u
ee (YHKIMOHUPOBAHUE JOJKHBI OCYIIECTBIATHCS B COOTBETCTBUM CO CICAYIOIIUMU
OCHOBHBIMM ITPUHIIUIIAMMU:

3aKOHHOCTb;

- CUCTEMHOCTD;

- KOMILJIEKCHOCTb;

- HEPEPHIBHOCTb;

- CBOEBPEMEHHOCTb;

- IPEEMCTBEHHOCTh M HEMIPEPHIBHOCTH COBEPIIICHCTBOBAHMS;
- TIEpCOHAJIbHASA OTBETCTBEHHOCT;

- MUHUMHU3AIYS TTOJJTHOMOYHIT;

- B3aUMOJICHCTBUE U COTPYAHUYECTBO;

- THOKOCTh CHUCTEMBI 3aIIUTEHI;

- OTKPBITOCTh AITOPUTMOB U MEXAHW3MOB 3aIIIUTHI;

- IPOCTOTAa MPUMEHEHUS CPEJICTB 3aIUTHI;

- Hay4YHasi 000CHOBAaHHOCTh U TEXHUYECKAS PEaTu3yeMOCTh;
- crienuanu3anus u npodhecCuoHAIN3M;

- 00513aT€ILHOCTHh KOHTPOJIS.

5.1 3aKkoHHOCTH

[Ipennonaraer ocyliecTBICHHE 3alIUTHBIX MeponpusThii U pazpadborky C3II1n
I'KY OC3H B co0TBEeTCTBUU C JEHUCTBYIONIUM 3aKOHOAATEIBLCTBOM B OOJACTH 3aIIUThI
[I/ln m npyrux HOPMATHUBHBIX AKTOB MO OE€30MACHOCTH UH(OPMAIUHU, YTBEPKIACHHBIX
OpraHaMiy rocyJapCTBEHHOM BJIACTH U YNPABJICHHUS B MPEeIax UX KOMIETEHIINH.

[Tonw3oBatenu u odcnyxusatonuit nepconan [1/n UCTI[In TKY OC3H nomxkHb
OBITH OCBEIIOMJIEHBI O TOpsAKE paboThl C 3amuiiaeMod wuHbopmaluedr u 00
OTBETCTBEHHOCTH 3a 3amuThl 11/]H.

5.2 CucTeMHOCTH

Cuctemnsiii moaxon k noctpoenuto C3II[Ju I'KY OC3H npeamnonaraer yder
BCEX B3aMMOCBS3aHHBIX, B3aUMOJCHCTBYIONIUX U HW3MCHSIOIIUXCS BO BPEMEHHU
AJIEMEHTOB, YCJIIOBHH M ()aKTOPOB, CYIIICCTBEHHO 3HAYMMBIX JIJI TIOHUMAHUS U PEIICHUS
npobsembl obecnieuenus 6e3onacuoctu [1In UCITIun 'KY OC3H.

[Tpu co3maHuy CUCTEMBI 3alTUThI JOJIKHBI YUYUTHIBATHCS BCE clla0ble W Hanbosee
ySI3BEMBIC MecTa CUCTeMbI 00paboTku I1/[H, a Takxke XapakTep, BO3MOKHBIE 00BEKTHI U
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HampaBJIeHUs] aTak Ha CHCTEMY CO CTOpPOHBI  HapymwuTelned  (0COOEHHO
BBICOKOKBAJTU(DUITUPOBAHHBIX  3JIOYMBIIIJIEHHUKOB), MNyTH  MPOHUKHOBEHHS B
pactipenenenubie cuctemMbl U HCJ[ k wunbpopmamuu. Cuctema 3amuThl JOJDKHA
CTPOUTHCS C YUYETOM HE TOJIKO BCEX M3BECTHBIX KaHajoB npoHukHoBeHus u HCJl k
nH(pOpMaIK, HO U C YY4ETOM BO3MO>KHOCTHU TOSIBJICHUS MPUHIIMITMATBLHO HOBBIX MyTEH
peanuzanuu yrpo3 0€30MacHOCTH.

5.3 KoMIL1eKCHOCTH

KoMIiekcHOe  MCIOJIb30BaHUE METOJOB U CPEIACTB 3allUThl IPEIIOIAracT
COIJIACOBAHHOE IIPUMEHEHHME PA3HOPOAHBIX CPEACTB IIPU IOCTPOCHUU LIEJIOCTHOU
CUCTEMBbl 3alUThl, TEPEKpbIBAIOIIECH BCE CYIIECTBEHHbIC (3HAUYMMBIE) KaHAJIbI
pealu3zalid yrpo3 M HE coJepkalledl cinabblX MeCT Ha CTBIKaX OTACIBHBIX €€
KOMIIOHEHTOB.

3amura JOJDKHA CTPOUTHCS DIICIOHUPOBAHO. JUIA KakIO0ro KaHajla yTEUKH
uHpOpMaIUU U I KaXJI0H yrpo3bl 0€30MaCHOCTH JOKHO CYIIECTBOBATH HECKOJIBKO
3alUTHBIX pyOexei. Co3naHue 3alUTHBIX pyOekell OCYIIECTBISETCS C YYETOM TOTO,
yTOOBl IS WX TPEOJOJICHHS TMOTCHIMAIbHOMY 3J0YMBIIIJIEHHUKY TpeOOBaIUCh
npodeccruoHagbHble HABBIKM B HECKOJIBKUX HEB3aMMOCBSI3aHHBIX 001aCTSIX.

BHemHss 3ammTa  J0DKHa  oOecreyuBaTbes  (PUBMYECKHMMHU  CPEJICTBAMM,
OpraHU3allMOHHBIMU W TPaBOBBIMM Mepamu. OgHuUM U3 Haubojee YKPEIJIEHHbIX
pyOexell mpu3BaHbl OBITH CPEACTBA KPUNTOrPapUUYECKON 3allUThl, peaTn30BaHHbBIE C
ucnosib3oBanueM texHosoruu VPN. IlpuknagHoi ypOBEHb 3alllUThI, YYUTHIBAIOLIUN
0COOEHHOCTH MPEAMETHON 00J1aCTH, IPEACTABIIAECT BHYTPEHHUN pyOeK 3aIUTHI.

5.4 HenpepsoiBHOCTD 3amuThl I1/{H

3amura IIJIH — He pa3oBoe MeEpONpHUITHE U HE MPOCTasi COBOKYIMHOCThb
MPOBEACHHBIX MEPONPHUATUNA U YCTAHOBJICHHBIX CPEICTB 3allUThl, 4 HENPEPHIBHBIN
LEJICHANPABIICHHBIN ITPOLIECC, NPEATOIATAOIINN IPUHATAE COOTBETCTBYIOIIUX MEpP Ha
Bcex ATanax »u3HeHHoro nukia MCITIH.

NCIIIH 10omKHBI HAXOAUTHCS B 3AIUIIEHHOM COCTOSHUU HAa MPOTSIKEHUU BCETO
BpeMeHM HUX (YHKIIMOHUPOBaHUA. B COOTBETCTBUM C OSTUM TMPUHIMUIIOM JOJDKHBI
MIPUHUMATHCS MEPBI 10 HeAaonyieHuto nepexoaa MCII/IH B He3alUILIEHHOE COCTOSHUE.

BonpmuHCTBY (DU3NUECKUX U TEXHUUYECKUX CPEJICTB 3alUThI 1S 3PHEKTUBHOTO
BBITIOJIHEHUSA  CBOMX  (PyHKIMM  HeoOXoauma  TOCTOSIHHAs  TEXHHUYECKas W
OpraHu3alMoHHas (aJMUHUCTpaTUBHAs) TOAJECpKKa (CBOEBpEeMEHHass CMEHa U
oOecricueHUE TMPABWIHLHOTO XpPaHCHHs M TIPUMEHECHHUS WMEH, MaposieH, KiIrouyen
mudpoBaHusi, TIEpeonpeiesiCcHe MOJIHOMOUM U T.11.). [lepepniBel B paboTe cpeacTs
3aIIUTHl MOT'YT OBITh MCIOJIB30BaHbI 3JI0YMBIIIJIEHHUKAMHU JIJIsl aHaJIM3a TPUMEHSIEMBIX
METONOB M CPEICTB 3allUThl, s BHEAPEHUS CIEUUAIBHBIX MPOTPAMMHBIX U
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allrapaTHbIX "3a1<J1a1101<" n Opyrux CpeacTtB IPCOAOJICHHUA CUCTCMBbI 3alllUTHI ITOCJIC
BOCCTAaHOBIJICHUA €€ q)YHKHHOHHpOBaHI/IH.

5.5 CBoeBpeMEeHHOCTD

[Ipennonaraer ynpexnawomuii xapakrep Mep obecneuenus Oe3omacuoctu [1/1H,
TO €CTh MOCTaHOBKY 3ajauy no koMmruiekcHoi 3amure WMCIIIH u peanuzaunuio mep
obecrnieuenusi 6ezonacHoctu I1/In Ha panHux craausx paspadorku UCIIJIH B nenom u
€€ CUCTEeMBI 3allUThl THHOPMALIMH, B YACTHOCTH.

Pa3paboTka cucTembl 3alUThl JTOJDKHA BECTUCH MapalljIeibHO € pa3paboTKON u
pa3BUTHEM CaMOW 3alllMIaeMOM CHUCTEMbl. OJTO TIO3BOJIUT Y4Ye€CTb TPEOOBAHUS
0e30MacHOCTH TpPHU MPOCKTUPOBAHUM APXUTEKTYpPbl U, B KOHEUYHOM CYETe, CO34aTh
oosee 3¢ dexTuBHBIE (KaK MO 3aTpaTaM PecypcoB, TaK U MO CTOWKOCTH) 3alUIIEHHbBIC
CUCTEMBI.

5.6 IIpeeMCTBEHHOCTb U COBEPIICHCTBOBAHME

[IpennonaratoT MOCTOSIHHOE COBEPIICHCTBOBAHUE MEP M CPEACTB 3allUThI
nHpopMaM Ha OCHOBE IIPEEMCTBEHHOCTH OPTraHU3allMOHHBIX M TEXHUYECKHUX
pelieHnid, KaapoBoro cocrara, aHanuza ¢yHkuuonupoBanuss MCIIJIH u ee cuctemsl
3alUTHl C YYE€TOM H3MEHEHHH B METOJaX M CpeACTBax IepexBata HHGOpMAaIlUH,
HOPMAaTUBHBIX TPEOOBAaHMH IO 3aIUTE, JOCTUTHYTOI'O OTEYECTBEHHOTO U 3apyOekKHOTO
OTIBITA B 3TOU 00J1aCTH.

5.7 llepcoHajibHAsA OTBETCTBEHHOCTDH

[Ipenmnonaraer BO3JOKEHHE OTBETCTBEHHOCTHU 3a oObOecrieueHue 0e30MacHOCTH
[1/11 1 cuctembl UX 00pabOTKU Ha KaXKJIOTO COTPYJIHUKA B Mpeeiax ero moIHOMOYUH.
B cooTBercTBUM C€ 3TUM TPUHLHUIIOM paclpejielieHue TMpaB M 00s3aHHOCTEH
COTPYIHHUKOB CTPOMTCS TakKMM OOpa3oM, 4TOOBI B Ciydae JII0OOro HapyuIeHUS Kpyr
BUHOBHUKOB ObLT YETKO U3BECTEH WJIM CBEJIEH K MUHUMYMY.

5.8 IlpyHUMII MUHUMU3AUUH TOJTHOMOY U

O3Hauvaer NpeAoCTaBICHUE IMOJb30BATENSIM MHUHHMMAJbHBIX IMpaB JOCTyla B
COOTBETCTBHUH C TIPOU3BOJCTBEHHON HEOOXOIMMOCTHIO, HA OCHOBE MPHUHIIUIA «BCE, YTO
HE pa3pelIeHO, 3apEeuICHO».

Hoctyn k I1JIH momkeH npeaoCcTaBIsIThCA TOABKO B TOM Clydae U 00beMe, eCiu
ATO HEOOXOAMMO COTPYAHUKY JUISl BHITIOJIHEHHUS €T0 JOJKHOCTHBIX 00sS3aHHOCTEH.
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5.9 B3aumogeiicTBHe M COTPYAHUYECTBO

[Ipeanonaraer co3gaHue  OnarompusiTHOM  atMocdepbl B KOJUICKTHBAX
noapazaeneHuit, odecneunpatomux aearenbHocts UCITIIn I'KY OC3H, nns cauxeHus
BEPOATHOCTA BO3HMKHOBEHHUSI HETAaTUBHBIX JCHCTBUU CBSA3AHHBIX C YEJIOBEUECKUM
(dhaxTopoM.

B Takoii 0oOcCTaHOBKE COTPYIHMKH JOJDKHBI  OCO3HAaHHO  COOJIIOAATh
YCTAHOBJICHHBIE TIpaBWjia M OKa3bIBATh COJICMCTBHE B JACSATEIBHOCTH MOApPa3ICICHUN
TEXHUYECKOM 3aluThl HHHOPMAIIUH.

5.10 I'nOxocTh cuctembl 3amuThl I1/{H

[IpuHsaTbIe MEPBI U YCTAHOBJICHHBIC CPEJICTBA 3alUTHI, OCOOCHHO B HayaJIbHBIN
Mepuoa WX OKCIUTyaTallud, MOTyT oOecrnedyrBaTh Kak Ype3MEpHBIM, Tak W
HEJIOCTATOYHBIA ypOBEHb 3amUTHL. JJisi oOecredeHuss BO3MOXKHOCTU BapbHUPOBAHUS
YPOBHEM 3allMIIEHHOCTH, CPEACTBA 3alIUThl JOJDKHBI 00JaJaTh OMNpeaesIeHHON
ruOKOCThI0. OCOOEHHO BaXXKHBIM 3TO CBOMCTBO SBJISIETCS B TEX CiydasX, Korja
YCTAaHOBKY CPEJICTB 3aIIUThl HEOOXOAMMO OCYIIECTBIIATH HA PaOOTAIOIIYI0 CUCTEMY, HE
Hapyuias mpouecca ee HOpMaJIbHOTO ()YHKIIMOHUPOBAHUS.

5.11 OTKpPBITOCTH AJTOPUTMOB M MEXaHNU3MOB 3aIIUTHI

CyTb IpHWHIMIA OTKPBITOCTH aJITOPUTMOB U MEXaHH3MOB 3aIIUTHI COCTOUT B TOM,
YTO 3allUTa HE JIOJDKHA OOCCIEYMBATHCA TOJIBKO 332 CUET CEKPETHOCTH CTPYKTYpHOM
OpraHu3allid ¥ aJrOPUTMOB (PYHKIIMOHHUPOBAHMS €€ TOJICHCTEM. 3HaHHE aJITrOPUTMOB
paboOThI CHUCTEMBI 3alTUTHI HE JOHKHO J1aBaTh BO3MOXHOCTH €€ IMPEOJOJICHHS (J1axke
aBTopaM). OJTHAaKO, 3TO HE 03HAYAET, YTO MHPOPMAIIHSI O KOHKPETHOW CHCTEME 3aIUThI
JI0JKHA OBITh OOIIIEeIOCTYITHA.

5.12 TIpocToTa npuMeHEHUsI CPEACTB 3AIUTHI

MexaHu3Mbl 3alIUThl JOJDKHBI OBITh MHTYUTHBHO TMOHSITHBI M TPOCTHl B
ucnoiyib3oBaHuu. [IpuMeHenre cpeACcTB 3alUThl HE JOIKHO OBITh CBSI3aHO CO 3HAHHEM
CHEIUANbHBIX S3bIKOB WM C BBINOJHEHUEM MACHCTBUM, TPEOYIOIUX 3HAYUTEIbHBIX
JOTIOMHUTENbHBIX ~ TpyAO3aTpaT TMpu  OOBIYHOW paboTe  3aperucTpUpPOBAHHBIX
YCTAHOBJICHHBIM TMOPSAKOM IOJb30BaTENEH, a TakkKe He JIOJDKHO TpeboBaTh OT
MOJIb30BATeNIl  BBIMIOJIHEHHUS] PYTUHHBIX MAJIOMOHATHBIX €My omepauuid  (BBOJ
HECKOJIbKHUX Mapojeil 1 UMEH U T.11.).

JlolbKkHa  1OCTUraThbCsl aBTOMATH3allMsl MAKCHUMAJIbHOTO 4YuCia JEHCTBUHI
nonb3oBaresied u anMuauctpaTopos MCIIIH.
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5.13 HayuyHasi 000CHOBAHHOCTb M TEXHHYECKasl Peajin3yeMoCcTh

I/IH(I)OpMaI_II/IOHHBIC TCXHOJIOTUH, TCXHUYCCKUC W IMPOrpaMMHBIC CpCIACTBA,
CpeaACTBAa U MCPbI 3allIUThI I/IH(l)OpMa]_II/II/I JOJIKHBI OBITH pcaIn30BaHbl HA COBPCMCHHOM
YPOBHC pa3dBUTHUA HAYKHU U TCXHUKHU, HAYTHO 00OCHOBAHBI C TOYKHU SPCHUA OOCTUKCHUA
3aJaHHOT'O  YPOBHA 0e30IMacHOCTH I/IH(i)OpMa]_II/II/I n JOJ’KHBI COOTBCTCTBOBATDH
YCTAaHOBJICHHBIM HOpMaM H Tpe6OBaHI/ISIM 10 OE30IMaCHOCTH HI[H

C3HI[H JOJI’KHA OBITh OpPUCHTHUPOBAHA Ha PCIICHHA, BO3MOXHBIC PHUCKH IOJIA
KOTOPBIX W  MCPHI HpOTHBOI[CﬁCTBHSI 9THUM PpHUCKaM IIpoHlJix BCCCTOPOHHIOIO
TCOPCTUUCCKYIO U MMPAKTUYICCKYIO ITIPOBCPKY.

5.14 Cnenmanu3anusi 1 npodeccuoHaTN3M

[Ipenmonaraer npuBiedeHUE K pa3pabOTKE CPEACTB U pealu3alliid MEp 3allUThI
uH(OpPMAIMK CHCIHATM3UPOBAHHBIX OpraHW3alllid, HauOoJiee IOATOTOBICHHBIX K
KOHKPETHOMY BHJy JEATEIBHOCTH IO oOecrmedeHUto Oe3omacHoctr I1J[H, mmerommx
OTIBIT MPAKTUYECKON pabOTHl M TOCYIAPCTBEHHYIO JIMIICH3UIO Ha MIPaBO OKA3aHMS YCIYT
B DTOH 00J1acTH.

5.15 O0s3aTeIBHOCTD KOHTPOJIA

[Ipennonaraer 0053aTeNbHOCTh U CBOEBPEMEHHOCTh BBISBICHUS U MPECEUCHUS
MOMBITOK HApYIIEHUs YCTAaHOBIIEHHBIX MpaBuil oOecrieueHusi 6ezonacHoctu [1/In Ha
OCHOBE  HCHOJB3YyEeMbIX CHUCTEM M  CPEACTB  3auuThl  HHPOpPMALMH  TPH
COBEPIIEHCTBOBAHUM KPUTEPUEB M METOJOB OLUEHKH 3(P(EKTUBHOCTH ITHX CHCTEM H
CPEICTB.

KoHTposib 32 NeSTeNbHOCTHIO JIH000I0 MMOJIB30BATENS, KAKIOIO CPEACTBA 3ALIUThI
U B OTHOIICHHH JIO00T0 OOBEKTa 3alIUThl JOJKEH OCYIIECTBISITHCS HAa OCHOBE
IIPUMEHEHUS CPEJCTB ONEPATUBHOTO KOHTPOJIA M PETHCTPALIMU U JOJKEH OXBAThIBATh
KAaK HECAHKIIMOHUPOBAHHbBIE, TAK U CAHKIIMOHUPOBAHHBIE JEHCTBUS TIOJIb30BATEIIEH.
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6 Mepbl, MeTOABI U CPEACTBA 00eceYeHns1 TPedyeMoro ypoBHs
3alUIICHHOCTH

ObGecrieueHne TpeOyeMOro ypOBHS 3alUIIEHHOCTH JOJKHOCTH JOCTHTaThCs C
HCIIOJb30BaHUEM MEpP, METOJOB M CpeACTB Oe3omacHOCTH. Bce Mepbl obecrieueHuUs
6ezonacnoctu UCII/IH noapazaenstoTcs Ha:

- 3aKOHOJIaTeJIbHBIC (ITPABOBHIC);

- MOpaJbHO-3TUYECKHUE;

- OpraHu3aIlMOHHbIE (A AMUHUCTPATUBHBIC);

- ¢u3HUecKue;

- TEXHUYECKHE (anmapaTHbie ¥ IPOrpaMMHEIE).

[lepeuenb BBIOpaHHBIX Mep oOecredeHHUs: Oe30MacHOCTU OTpakaeTcss B [lnane
MEpONPUATUH 110 00€CTICYCHUIO 3alTUThHI TIEPCOHATBHBIX JAHHBIX.

6.1 3axkoHonaTesibHbIE (IPAaBOBBIE) MEPHI 3AIUTHI

K mpaBoBBIM Mepam 3alllUTBl OTHOCSTCS AEUCTBYIOIIUE B CTPAHE 3aKOHBI, YKAa3bl
M HOpPMATUBHBIE aKThl, perjiamMeHTHpyiomue mnpaswia oOpamenus c¢ [/,
3aKpeIUIAIoIINe MpaBa U O00S3aHHOCTH YYACTHUKOB HMH(OPMAIMOHHBIX OTHOILIECHUN B
npouecce ee  00pabOTKM UM MCIOJB30BaHMs, a TaKKe YCTaHaBIMBAIOIIME
OTBETCTBEHHOCTh 3@ HAPYUIEHHWsS OTUX IMpPaBWI, MNPEHATCTBYS TEM CaMbIM
HEeMpaBOMEPHOMY Hcnojib30Banuio I1[[H u sBisAOmMeECs caepKUBAOIKUM (HaKTOPOM
IU1s1 TOTEHIMAIbHBIX HAPYLIUTENEH.

IIpaBoBblE =~ Mepbl  3allUTBl  HOCAT B  OCHOBHOM  YNPEXKIAIOUIUH,
npoUIaKTUUECKU XapakTep M TpeOyIOT MOCTOSHHOW pa3bSICHUTEIbHOM paboOThl C
NI0JIb30BATENIIMU U 00CITYKUBAIOLIUM IIEPCOHATIOM CUCTEMBI.

6.2 MopajibHO-3THYECKHE MepPbI 3aIHUThI

K MopanbHO-3THUECKMM MepaM OTHOCATCS HOPMBI IIOBEIEHUS, KOTOPBIE
TPAAULMOHHO CIIOXKWIUCh WM CKJIAIbIBAIOTCA IO Mepe pacrpocTpaHeHus OBM B
CTpaHe WM OOIIECTBE. DTU HOPMbI OOJBIIEH YaCTbIO HE SIBISIOTCA 0053aTEIbHBIMU,
KaK 3aKOHOJIaTEJIbHO YTBEP>K/ICHHbIE HOPMATUBHBIE aKThl, OJJHAKO, UX HECOOIIOACHUE
BeJIeT OOBIYHO K NAJCHUI0 aBTOpPUTETa, NpPECTHKa 4YeNOBeKa, TPYMNMbl JUI[ WIU
opranuzauuud. MopajabHO-3TUYECKHE HOpPMblI OBIBAIOT KaK HEMUCaHble (Hampumep,
oOlIenpu3HaHHble HOPMbI YECTHOCTH, MATPUOTH3MA U T.I.), TAK U MUCAHBIE, TO €CTh
oopMIIeHHBIE B HEKOTOPBIN CBOJ (YCTaB) MpaBUJI WX MIPEATNUCAHUIA.

MopanbHO-3THYECKHE MEPBI 3aAIIUTHI SBISIOTCS TPOYUIAKTUYECKUMU U TPEOYIOT
MOCTOSIHHOM pa0oThI MO CO3JaHUI0 30POBOIO MOPAJIBHOIO KIMMaTa B KOJUIEKTHUBAX
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HOIIpéBI[CHCHHfI. MOpaJIBHO-E)TI/I‘IeCKI/Ie MCpPBI  3alllUTBI CHMIKAKOT BCPOATHOCTDH
BO3HHUKHOBCHUA HCTATHUBHBIX I[GI\/iCTBI/II\/i CBsI3aHHBIX C YCJIIOBCUCCKHUM q)aKTOPOM.

6.3 Opranu3anuoHHbIe (AIMMHUCTPATHBHBbIE) MEPbI 3a1UTHI

OpranuzanioHHble  (aAMUHUCTPATUBHBIC) MEPBl  3alIUTBI - OTO  MEPHI
OpPraHU3allMOHHOTO XapaKTepa, PEerjaMeHTUPYIOIIME MPOLECChl (PYHKIMOHUPOBAHUS
UCTIn, wucnons3oBanue pecypcoB WCIIJIH, nesaTenbHOCTh OOCITYKHBAIOIIETO
MEepCOHANIa, a TakXKe MOpANOK B3auMmozaeucTBusi mogab3oBatenei ¢ MCII[H Takum
o0Opa3oM, 4ToObl B HauOOJBIIEH CTETIEHU 3aTPYAHUTh WIM HCKIIOYUTH BO3MOMXHOCTH
peanuzanuu  yrpo3 0€30MacHOCTH WJIM CHU3UTh pa3Mep IMOTepb B Clydae HuX
peanuzaiuu.

I'maBHass 1enb aJAMUHHUCTPATUBHBIX MEp, MNPEANPUHUMAEMBIX Ha BBICIIEM
yIpaBJI€HYECKOM ypoBHE — chopmupoBath [loautuky nndpopmanuoHHoi 6€30MacHOCTH
[1/11 (oTpaxarollyro MOJIX0/IbI K 3amuTe HHOpMAaIK) U 00eCTICUUTh €€ BBIMOJIHEHUE,
BBIJICIISASI HEOOXOUMBIE PECYpChl U KOHTPOJIUPYS COCTOSIHUE JIE]T.

Peanuzanusa Ilomutuku wuHbopmanuonHoit 6eszonacHoctu [1ln B HCIIOH
COCTOSIT U3 MEp aJIMUHUCTPATUBHOI'O YPOBHS U OPTaHU3AIMOHHBIX (MPOIETYPHBIX) MEP
3aIUTHl HHPOPMAITUH.

K  agMUHUCTpaTMBHOMY  YpPOBHIO  OTHOCSTCA  pEIICHUA  PYKOBOJCTBA,
3atparuBaromue nesarenbHocTh WCIIIH B menoMm. OTH pemeHus 3aKperuisitoTcsl B
[TonuTtuke nHGOpMaIIMOHHON Oe3omacHOCTH. [IpuMepoM TakuX pereHuid MOTYT OBITh:

- IpUHATHE penieHuss o (HOPMUPOBAHMM WIM TMEPECMOTPE KOMILIEKCHOM
nporpamMmbl obecriedenust OezonacHoctu [I/[H, ompeneneHue OTBETCTBEHHBIX 3a €€
peanu3anmio;

- hopMynMpoBaHHE IIeNiei, MOCTAaHOBKA 3ajJlay, OMNpeJeieHUe HaIpaBIeHUM
JesTeNbHOCTU B 00nactu 6e3onacHoctu [1/1H;

- IPUHATHE PELIEHUH IO BOMPOCAM peaju3alui MNporpaMMbl O€30MaCHOCTH,
KoTophkle paccmaTpuBatotrcst Ha ypoBHe ' KY OC3H B uenowm;

- obecrnieyeHue HOPMATUBHOM (ITPaBOBOI) 0a3bl BOMMPOCOB OE30MACHOCTH U T.1I.

[TonuTka BEpXHEr0 YPOBHA JOJDKHA YETKO OYEPTUTH cdepy BIUSHUS U
OrpaHUYEHUs] TpU ompeneseHun 1enen OezonmacHoctu [1/IH, ompenenuTh KakUMU
pecypcamu (MaTepHalibHbIC, MEPCOHAN) OHM OYAYT JOCTUTHYTHI MU HaWTH Pa3yMHBIH
KOMIIPOMHCC MEXAY TNPUEMJIEMBIM YpOBHEM O€30MacHOCTH U (YHKIHUOHATBHOCTHIO
NCIIH.

Ha opraHn3alluoHHOM YypOBHE OIpPEAENSIOTCS MPOUEAYypbl U  IpaBUia
JIOCTIKEHUsl 1esed u pemeHus 3anad [lomuTuku MHPOPMALMOHHON 0€30MacHOCTH
I1/TH. OTH npaBuia ONPENEISAIOT:

- KakoBa 00J1acTh MPUMEHEHHUS MOMUTUKU Oe3onacHocTH [1/1H;
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- KaKOBbI POJIM U 00SI3aHHOCTHU JODKHOCTHBIX JIUI], OTBEYAIOIIKE 32 MPOBEICHHE
nonutuku 6e3omnacHoctu [1/1H, a Tak ke UX yCTaHOBUTH OTBETCTBEHHOCTD;

- KTO umeer npasa gocryna K [1/1H;

- KaKUMHU MEpaMH U cpeJicTBaMu obecnieunBaeTcs 3auuTa [1J1H;

- KAKUMH M€paMU M CpeACTBAaMHU OOECIEUYMBAETCS KOHTPOJIb 3a COOJIOCHUEM
BBEJICHHOT'O peXrMa 0€301MacHOCTH.

Oprasnu3aliMOHHbIE MEPBHI TOJKHBI:

- IpelycMaTpuBaTh perjaMeHT UH(GOPMAIIMOHHBIX OTHOUIEHUH, MCKIIOYAIOIIUX
BO3MOXHOCTh HECAHKIIMOHUPOBAHHBIX IEMCTBUI B OTHOIIEHUH OOBEKTOB 3aIUTHI;

- OIIpENEIATh KOAIMIMOHHBIE M HEPAPXUYECKHE IPUHIMUIIBI U  METOJbI
pasrpannyenus pocryna K [1/1H;

- OTpeAeNATh  MOPANOK  paboThl C  MPOTPaMMHO-MATEeMaTUYECKUMU U
TEXHUYECKUMU (ammapaTHble) CPEACTBAMHU 3alUThl W KPUOTO3AIIUTBl M JIPYTUX
3alIUTHBIX MEXaHU3MOB;

- oprann3oBaTh Mepbl npotuBoaeiicTBus HC/[ monp3oBaTensiMu Ha 3Tamax
ayTeHTU(UKaUuY, aBTOpU3ALMH, WACHTU(PUKALMHU, OOECIEYUBAIOIIUX TapaHTHH
peanu3anuy IpaB U OTBETCTBEHHOCTU CYObEKTOB HH(POPMAIIMOHHBIX OTHOILICHUHA.

Opranu3aliMOHHbIE MEPBI TOJKHBI COCTOSITh H3:

- IOpsIAKAa  JTOIIyCKa COTPYAHUKOB K HcmoJib3oBaHuio pecypcoB MCII[H T'KY
OC3H;

- periamMeHTa MpoIecCOB BeleHUs 0a3 JaHHBIX M OCYIIECTBICHUS MOAU(PUKALINH
MH(OPMAIIMOHHBIX PECYPCOB;

- HHCTPYKLUN II0JIb30BaTEIICH NCIIAu (amMuHMCTpaTOpa NCIIOH,
aaMuHHUCTpaTopa 6e3onacHoctu, oneparopa UCII/IH);

- UHCTPYKLMU I10J1b30BATENS [IPY BOSHUKHOBEHUU BHEIITATHBIX CUTYaLIUM.

6.4 ®dusnueckue Mepbl 3alUTHI

dusznueckue MCpPBI 3aIIUTBI OCHOBAHBI Ha IIPHUMCHCHHUU PA3HOIO poaa
MCXAHHYCCKHUX, IJICKTPO- HIIH IJJICKTPOHHO-MCXAHHYCCKHX YCTpOﬁCTB 151 COOpY)K@HHfI,
CIICHUAJIBHO TIPCAHA3SHAYCHHBIX JISI  CO3JaHUA (1)I/ISI/IIICCKI/IX HperITCTBI/Iﬁ Ha
BO3MOKHBIX NYTAX IIPOHUKHOBCHHUA H JOCTYIIA IMMOTCHHOWAJIBHBIX HapymI/ITeHeﬁ K
KOMITIOHCHTaM CUCTCMBI U SaHlHHlaeMOﬁ I/IH(l)OpMa]_II/II/I, a TaK)KC TCXHHYCCKHX CPCIACTB
BHU3YyaJIbHOT'O Ha6JIIOI[CHI/ISI, CBi3HM U OXpaHHOﬁ CHUTHaJIN3alluu.

dusznueckas 3alguTa SI[aHHﬁ, HOMCH.[CHI/IfI, 00BEKTOB )51 CpPCICTB
I/IH(l)OpMaTI/IBaI_II/II/I HOJDKHA OCYHICCTBIIATHCA ITYTCM YCTAHOBJICHUA COOTBCTCTBYIOIIHNX
IMIOCTOB OXpaHbI, C IMOMOIIBKO TCXHHYCCKUX CPCIACTB OXpPAaHbl WJIN JFOOBIMH APYrumMu
CHOCO6aMI/I, npcaoTBpamarouMu nim CYIICCTBCHHO 3aTPYAHAIOIINMHU
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IIPOHUKHOBEHWE B  3JaHWE, IIOMELIEHHsS  MOCTOPOHHUX  JIMIL,  XHUIICHHE
MH(OPMAIIMOHHBIX HOCHUTEJNIEH, CaMUX CpPEICTB HH(OpMaTH3aLMH, HUCKIIOYAIOIIMMU
HAXOXJEHUE BHYTPH KOHTPOJUPYEMOH (oXpaHsieMOi) 30Hbl TEXHUYECKHX CPEACTB
pa3BeIKH.

6.5 AnnapaTtHo-nporpamMMHbie cpeacTBa 3amuThl II/{H

Texuuueckue (anmmapaTHO-IPOTPaMMHBIE) MeEphl  3alllUThl OCHOBaHbI  Ha
UCIIOJIb30BAaHUM PA3NIMYHBIX 3JEKTPOHHBIX YCTPOWCTB M CHEUHUAIBHBIX MPOrpam,
Bxonamux B coctaB MCIIJIH 1 BRIMOMHSAIOMKX (CAMOCTOATENLHO WM B KOMILIEKCE C
IPYTMMH  CpeACTBaMU) (PYHKIUU 3auuThl (MACHTUPUKALUIO U ayTEeHTHPUKALMIO
MOJIb30BaTeNIel, pasrpaHUYCHHE JOCTyla K pecypcaM, perucTpaluio COOBITHH,
KpunrTorpaduyeckoe 3aKpbiTie nHGoOpMauu u T.1.).

C yuerom Bcex TpeOOBaHMI U MPUHIMIOB obecrieyeHus: 6esomacHoctu 11 B
HCII[IH mo BceM HampaBJi€HHUSM 3alIUThI B COCTAB CHCTEMbI 3alIUThI JOJKHBI OBITh
BKJIFOUEHBI CJIEIYIOIUE CPEeICTBA:

- cpeAcTBa uaeHTU(UKAIUMK (OMTO3HABAHHUSA) U ayTeHTU(GUKAIIUU (TTIOTBEPIKICHUS
MOJTMHHOCTH ) Tostb3oBaTene MCIIIH;

- CpelICTBa pa3rpaHUYEHUs] JOCTYIa 3aperMCTPUPOBAHHBIX I[OJIb30BATENEH
cucteMsl Kk pecypcam UCII/Iu I'KY OC3H;

- cpencrtBa  obecriedeHUs] M KOHTPOJSL  LEJIOCTHOCTH  MPOTPaMMHBIX |
MH(OPMAIMOHHBIX PECYPCOB;

- CpeIICTBA ONEPATUBHOTO KOHTPOJISI U PETUCTPALIUU COOBITUN O€30MacCHOCTH;

- KpunTorpadudeckue cpeactna 3amuTsl [1/1H.

VYcneniHoe NpUMEHEHHE TEXHHUYECKMX CpPEICTB 3alluThl Ha OCHOBAaHUU
OPUHIMIOB (pa3fena 5) MNpearnoyiiaraeT, 4YTO BBIMOJHEHUE NEPEUMCICHHBIX HUXKE
TpeOoBaHMIl 00€CIeueHO OpraHu3allMOHHBIMU (aIMUHUCTPATUBHBIMU) MEpaMH U
UCIOJIb3yeMbIMU (DU3UYECKUMHU CPEACTBAMU 3AIUTHI:

- obecnieyeHa usnyeckas 1eI0CcTHOCTh Bcex kKoMmmnoneHT UCTI/IH;

- Kaxapld coTpyaHuk (mosb3oBatens MCII[IH) wim rpymnma mnosib3oBaTene
MMeEeT YHUKAIIbHOE CUCTEMHOE UMS U MUHUMAJIBbHO HEOOXOUMBbIE ISl BHIIOJHEHUS UM
CBOMX (YHKUMOHAIBHBIX OO0S3aHHOCTEH TMOJHOMOYHMS MO JOCTYyNy K pecypcam
CUCTEMBI;

- BC€ MU3MEHEHUS KOH(DUTypaluu TeXHUYeCKuX U nporpammubix cpeacts UCIIx
MPOU3BOJAATCS ~ CTPOTO  YCTAHOBJIEHHBIM  MOPSJAKOM  (PErHCTpUPYIOTCS U
KOHTPOJUPYIOTCS) TOIBKO HAa OCHOBaHUHU pacnopsbkeHuit pykoBojictea I'KY OC3H;

- ciennanuctamu ['KY OC3H ocyiiecTBisieTcs HENPEPHIBHOE YNPABIECHUE U
aJIMUHUCTPATUBHAS TOJJEPKKa GYHKIIMOHUPOBAHUS CPEJICTB 3AIUTHI.
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7 Kontpousb 3¢ppextuBHocTr cucremsl 3amutsl UCIT/In I'KY OC3H

Kontpons apdpexrunoctu C3I1/IH momKeH OCyIIECTBIsSECTCS Ha IEPUOIUIECKOM
ocHoBe. llenpto KOHTpOJS 3G(HEKTUBHOCTH SIBISETCS CBOEBPEMEHHOE BBISIBJICHUE
HeHaexanux pexxuMoB padotel C3I1/IH (oTKIIOYEHUE CPEACTB 3allUTHI, HAPYIICHHE
PEXKUMOB 3alUTHI, HECAHKIIMOHUPOBAHHOE M3MEHEHHE PEKUMa 3allUThl U T.1.), a TaK
MIPOTHO3UPOBAHUE W TPEBEHTUBHOE pearvupoBaHHWE HAa HOBBIE YIpo3bl 0€30MaCHOCTU
[T]1H.

KoHTposib MOXKET MPOBOAUTHCA Kak agMuHUCTpaTopamu Oe3zonacHoctu MCIIH
(omepaTUBHBIN KOHTPOJIb B Tporiecce uHpopmarmonHoro B3aumoaeictesus B UCIITIn),
TaK U MPUBJICKAEMBIMU JJIsl 3TOW LEIM KOMIETCHTHBIMU OpPraHU3alMUsIMHU, UMEIOIIUMHU
JMIIEH3MI0 Ha 3TOT BUA aedrenbHocTH, a Takke PCTIK Poccum u ®Ch Poccun B
Mpeaenax uxX KOMIETCHIUH.

KoHTpoib MOXXET OCYIIECTBISTLCA aIMHHUCTPATOPOM OE€30MaCHOCTH KakK C
MOMOIIBIO IITATHBIX CPEACTB CUCTEMBI 3aIUThI [I/IH, Tak ¥ ¢ TOMOILIBIO CIIEIUATIBHBIX
MPOrpaMMHBIX CPEACTB KOHTPOJIS.

Onenka 3¢dextuBHOCTH Mep 3amuThl [IJ[H mMpoBOAUTCS € HCMOIB30BaAaHUEM
TEXHUYECKUX M TPOrPpaMMHBIX CPEACTB KOHTPOJS Ha IPEAMET COOTBETCTBUSA
YCTaHOBJICHHBIM TPEOOBAHUSIM.
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8 Cepnl oTBeTcTBeHHOCTH 32 Oe30macHOCTH I1/1H

OTBeTCTBEHHBIM 3a Ppa3pabOTKy Mep U KOHTPOJIb HajJ obecreueHueM
0e30MacHOCTH NepCOHAIBHBIX HaHHbIX aBiseTcs nupekrop ['KY OC3H. PykoBoauTesns
MOXXET JIeJIETUPOBATh 4YacTh IMOJHOMOYMI 1O oOecnedeHuio  0e30MacHOCTH
MePCOHATBHBIX JIAHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOJMTENS BKIIOYAET CIENYIOLIME HapaBIICHUS
obecrieueHus 6e3onacHocTH I1/1H:

- [InanupoBanue u peannsaius mep no odecrneueHuto 6ezonacuoctu [1J1H;

- Ananus yrpo3 6e3omnacuoctu [1/1H;

- Pa3pabotky, BHeIpeHrue, KOHTPOJIb UCIIOTHEHHUS U MOJJepKaHue B aKTyaJIbHOM
COCTOSIHUY TIOJIMTUK, PYKOBOJICTB, KOHIICTIIIUH, TIPOIIEAYP, PETVIAMEHTOB, MHCTPYKIIUHN 1
JPYTUX OPraHU3aIMOHHBIX TOKYMEHTOB MO 00ecTieYeHn 0 0€30MacHOCTH;

- O6yuenune u u"popmupoBanue nonbzoBareneit UCIIJIn o nopsake paboThl ¢
[T/IH 1 cpeacTBaMH 3alUTHI;

- [IpenotBpaiiieHue, BHISBICHUE, peardpoBaHUE U PaCCIICIOBAHUE HAPYIICHHUI
oe3omacHoctu [1]1H.



30

9 Moaesib HAapyIuuTeJ st 0e30IaCHOCTH

ITon napymurenem B I'KY OC3H mnoHuMaeTcsi nuio, KOTOpPOE B PE3yJbTaTe
YMBIIUICHHBIX MM HEYMBIIUICHHBIX JEUCTBUM MOXET HaHecTu ymepd oObeKkTam
3amuThl (pazaen 3).

Hapymmrenu noapasnensrorcs mo npusHaky npuHamiexkHoctu k MCIIIH. Bcee
HapyLINUTENN IEIATCS Ha ABE TPYIIIIBL:

® BHECIIHWE HApPYyWIUTENW — (QPU3NYECKHe JIMI[A, HE HMEIoUIMe IpaBa
npeObIBaHUS Ha TEPPUTOPUHN KOHTPOIUPYEMOU 30HBI, B IIpe/iesiax KOTOPOi
pasmerniaetcs ooopynoBanue UCII/IH;

® BHYTpPEHHHE HapymuTenan — (GU3MUECKUE JHIa, HUMEIOIUe IPaBo
npeObIBaHUS Ha TEPPUTOPHUHN KOHTPOIUPYEMOU 30HBI, B IIpeiesaXx KOTOpOil
pasmemniaetcs ooopynoBanue MCII/IH.

Krnaccudukanus Hapymurteneil npejacrtaBieHa B Mojenu akTyaldbHBIX YIpo3 H
BepositHoro Hapymurens UCIT/u I'KY OC3H.
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10 Monesb yrpo3 0e30macHoOCTH

Jnsa UCITJu TKY OC3H BblaensitoTcsi Caeayoe OCHOBHBIE KAaTETOPUH YIPO3

0€30MacHOCTH MEPCOHANBHBIX TAHHBIX:

1) Yrpo3sl OT yT€UKHU M0 TEXHUYECKUM KaHalaM.

2) Yrpo3bl HECAHKITMOHUPOBAHHOT'O JJOCTYIA K MHPOPMALIUHU:

- Yrpo3sl yHHUYTOKEHUS, XulieHusa annapaTHbeix cpenctB MCIIH HocuTenein
uHpopmaiuu nyreM pusndyeckoro gocryna k anementam UCII/IH.

- YTpo3bl XUIIEHUs, HECAHKITMOHUPOBAHHON MOAM(PUKALMKU WIH OJOKUPOBAHUS
uHdopmanuu 3a cyeT HecaHkuuoHupoBanHoro gocrtyna (HCJ) c
MPUMEHEHUEM MPOTPaMMHO-ANNapaTHBIX M MPOTPaAaMMHBIX CPEACTB (B TOM
quclie IPOrpaMMHO-MAaTEMAaTHUYECKUX BO31EHCTBUM).

- Yrpo3sl HENMpPEIHAMEPEHHBIX JCWCTBUU IIOJB30BATEIIEM W  HAPYIIEHUHN
6e3onacHoctu (pynkiumonupoBanus MCII[Jn u C3IIJIn B ee coctaBe u3-3a
cO0€B B IPOrpaMMHOM OOECIIEYEHUH, a TaKXKe OT yrpo3 HEAHTPOIOr€HHOTrO
(cOoeB anmapatypbl U3-3a HEHAJEKHOCTH 3JIEMEHTOB, COOEB AJIEKTPOIUTAHMS)
U CTUXUMHOTO (y1apoB MOJIHUHI, NTOKapOB, HABOJHEHUI U T.II.) XapakTepa.

- YIpo3bl IIpeIHAMEPEHHBIX JICUCTBUN BHYTPEHHUX HAPYLIUTEIICH.

- YIpo3bl HECAHKIIMOHUPOBAHHOI'O JIOCTYIIA 10 KaHAJaM CBS3H.

Omnucanmne YIpo3, BCPOATHOCTH HUX pCAIN3allUM, OIIACHOCTH M AKTYaJIbHOCTH

IpeACcTaBiIeHbl B MoJenn akTyalbHBIX yrpo3 U BeposaTHoro Hapymmtens UCIIn ['KY
OC3H.
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11 Mexanusm peasm3anuu Konuenuuu

Peanmuzanua KoHuenmuu nomKHA OCYHIECTBIATHCS HAa OCHOBE INMEPCHEKTUBHBIX
[IPOIPaMM U IUIAHOB, KOTOPBIE COCTABIISAIOTCS HA OCHOBAaHUU U BO UCIIOJHECHUE:

- ¢penepalibHBIX ~ 3aKOHOB B obOyactu  obecrieueHUs  HMHPOPMALUOHHOM
0€30MacHOCTH U 3alUThl HHPOPMALINH;

- nocra”oBieHuii [IpasurenscrBa Poccuiickon denepanny;

- PYKOBOJSIIINX,  OPraHW3alMOHHO-PACHOPSIAUTENBHBIX M METOJUYECKUX
nokyMeHToB ®CTIK Poccuu;

- notpebHoctert UCII/IH B cpencTBax o0ecrieueHus 0€30MacHOCTH HHPOPMAIIHH.



33

12 O:xupaemsbiii 3¢ dekT ot peanusanuu Konuenuun

Peanuzamusa Konneniun 6e3omacaoctu [1J1a 8 UCIIJ/IH mo3BoiwmT:

- OLIEHUTH cocTosiHue Oe3omacHocTu uHpopmaruu UCIIJIH, BBISIBUTH HICTOYHUKH
BHYTPEHHHX M BHEIIHUX YyIrpo3 HMHPOPMAIMOHHON O€30MacHOCTH, ONpPEIeTUTh
IIPUOPUTETHBIE HAIPABICHUS NPEAOTBPALIECHUS, OTPAXKEHUS W HEUTpaIU3aluu 3THX
yrpos;

- pa3paboTaTh pacrnopsAUTEIbHbIE W HOPMATHUBHO-METOJAMYECKUE JIOKYMEHTHI
npuMennTtenbHo K UCIIH;

- mpoBecTH Kiaccudukanuio u cepruduxanuo UCI1H;

- IPOBECTU OPraHU3ALMOHHO-PEKUMHBIE W TEXHUYECKHE MEPOIPHUATHS IO
obecmeuenuto 6e3onacHoctu [1/{n B UCII/IH;

- o0ecreyuTh HeOOXOIUMbIN YPOBEHb 0€30MaCHOCTH OOBEKTOB 3AIUTHI.

Ocy1ecTBieHNEe 3TUX MEPOINPUATUN 00ECIEUUT CO3/IaHUE €UHOM, LEJTOCTHON U
CKOOpJMHUPOBAHHOW cucTteMbl MHPopMannoHHoM Oe3omacHoctu MCIIJIH m co3mact
YCIJIOBHS JJIsl €€ JaIbHENIIEr0 COBEPIICHCTBOBAHUS.
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13 Cnucoxk UCnoJab30BAHHBIX HCTOUHNKOB

OCHOBHBIMM HOPMATHMBHO-IIPABOBBIMM M METOJAMYECKHUMH JOKYMEHTAMH, Ha
KOTOpbIX Oazupyetcs HacTosee [lonoxkenue aBisrOTCS:

1 ®enepanbubiii 3akoH oT 27.07.2006 r. Ne 152-D3 «O nepcoHanbHBIX JaHHBIX)»
(nanee — @3 «O nepcoHaIbHBIX TaHHBIX)»), YCTAHABIMBAIOLIUNA OCHOBHBIC IPUHIIUIIBI U
ycnoBuss o6pabotku I1J[H, mpaBa, 00s3aHHOCTM M OTBETCTBEHHOCTh YYAaCTHHKOB
OTHOIICHUH, CBsI3aHHBIX ¢ 00padoTkoi [1/[H.

2 «Ilonoxenue 06 obecrieueHnH OE30MACHOCTH MEPCOHAIBHBIX JAHHBIX MPH UX
00paboTke B MH(POPMALMOHHBIX CHCTEMAaX IMEPCOHAJBHBIX JTaHHBIX», YTBEPKICHHOE
IToctanoBnenuem IlpaBurensctBa PO ot 17.11.2007 r. Ne 781.

3 «llopsimok  mpoBeneHuss — KiIaccUPUKaUMK ~ UHOOPMAIMOHHBIX  CHCTEM
MIEPCOHAIBHBIX TaHHBIX», YTBEPKICHHBI cOBMECTHBIM [Ipukazom ®CTIK Poccun Ne
55, ®CB Poccuu Ne 86 1 Munundpopmcsizu PO Ne 20 ot 13.02.2008 r.

4 «Ilonoxxenne 00 O0COOEHHOCTAX OOpabOTKM MEPCOHAIBHBIX  JaHHBIX,
OCYILECTBISIEMOW 0€3 MCIONb30BaHMUsSI CPEACTB ABTOMATHU3AlMM», YTBEPKICHHOE
IToctanoBnenunem IlpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5 «TpebGoBaHus K MaTrepuaibHbIM HOCHUTENSIM OMOMETPUUECKUX MEePCOHATBHBIX
JAHHBIX M TEXHOJOTHUSM XpaHEHUS TaKWX JaHHBIX BHE WH(OPMALMOHHBIX CHUCTEM
MEPCOHANBHBIX JaHHBIX», yTBepkaeHHble IloctanoBnenuem IlpaButenscTtBa PO ot
06.07.2008 r. Ne 512.

6 HopmaTuBHO-MeTOIMYeCKHEe  JAOKyMeHThl ~ DenepaibHOM  CIy»KOBI 1O
TEXHUYECKOMY M 3KCHepTHOMY KoHTpoiito Poccuiickoit ®denepanuu (nanee - ®CTIOK
Poccun) no obecneuenuto 6e3onacuoctu 11 npu ux o6padorke B UCII/IH.

7 bazoBasgs Mojenb yrpo3 0€30MacHOCTH TEPCOHAIBHBIX JaHHBIX MpU HUX
o0paboTke B MHGOPMAILMOHHBIX CHCTEMaxX IMEPCOHAIbHBIX JaHHBIX, YTB. 3aMm.
nupexkropa @PCTOK Poccum 15.02.08 1.

8 Meroaunka omnpeAesNeHnus aKTyaJbHbIX yIpo3 O€30MacCHOCTH TMEePCOHATBHBIX
JaHHBIX MPU UX 00pabOoTKe B MHPOPMAIMOHHBIX CHUCTEMAaxX MEPCOHAJBHBIX JaHHBIX,
yTB. 3am. aupekropa ®CTIK Poccun 15.02.08 r



